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Efficient Engineering
of future Automotive Software

Our Topics at IAA Mobility 2025
1. Efficiency Gain with Co-Engineering

2. Automated Test Case definition and Execution

3. Al-enhanced Safety Engineering

(c) iStockphoto.com/gorodenkoff

Z Fraunhofer ZZ Fraunhofer

Page 3 15.09.2025 © Fraunhofer Verkehr
IESE VERKEHR



Increasing efficiency in Software Development

Starting points for Product and Process

Safety- / Security- B Requirements Analysis

Enginéeging
¥ Reusable
Architectures

P CodesGeneration

4 Co-Engineering CODE

B Automated
Test-case generation

‘ Virtual Validation

P Test Automation

> Quiality Rating
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‘ Al-based

Process Integration

P Data Usage Control

N Security Monitoring

Concepts for increasing efficiency
Process automation
Reuse
Error prevention
Provide relevant information
at the right time!

Al-supported classic @

¥ Dynamic N Al-based
Risk Management Functions
in the product
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EfﬁCiency Gain Wlth Co-Engineering Prototype Model-Based Tool Support
Safety-Security Co-Engineering

Key Features

= |Integrated Safety and Security Co-engineering

= HARA + TARA

= Systems-Theoretic Process Analysis

= FMEA + FMVEA

= Component Fault Trees

= Assurance Cases via Goal Structuring Notation

= Support from item definition up to technical design phase

Efficiency Gains V-Model Lifecycle

Vehicle Phase Integration

= Immediate access to affected components / relevant information P

= Direct Impact Analysis Bl phasev

Tool support available:
www.safetbox.de [ 4

Implementation Phase
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http://www.safetbox.de/

Automated Derivation of Test Cases and Continuous XIL-Validation
Supported by Al

Reg2Test Connector

@ DDI

Requirement
Specification
Test
Cases

— Test
r@ ASAM 2. LLM-based conversion into executable test specification ) Results _,

OpenTest
Specification

ey
High Efficiency Gain 7
through Automation (>20%) Rxgert knowiedes
| |1
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/ 4. Virtual Validation, SIL/VHIL
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Efficient Safety Standard & Regulation Processing with LLMs
Automated extraction of role- and task-specific process and product requirements

INTERNATIONAL 1s0  INTERNATIONAL 150 INTERNATIONAL 1s0 SImUIatlon AnaIySiS
STANDARD' ez ST 0% STANDARD 21448 Credibility? Methods?

Validation Safety Analyst

LLM-based Fraunhofer “Smart Standards” Solution

= Extracts and filters product and process requirements...
from many potentially relevant standards and regulations
for a specific project context
for specific roles and tasks (e.g., safety analyst, safety manager, [__Input: Standards / Regulations
simulation engineer, hardware verification)

= Controls extraction/filtering with additional expert safety Fraunhofer Smart Standards
process knowledge Analysis, Extraction, Filtering Tool
{

= Uses interaction with expert rather than one-shot performance

functionality

Input: Roles + Interests

Output: Relevant & Irrelevant Clauses + Concretized

.. ) engineering capabilities to realize clauses
Efficiency Gains ; — ,

=E Analysis

= Validated 80% effort reduction including expert review of LLM i
errors compared to human benchmark

= Example case: Extracting V&V requirements from 16 standards
reduced effort from 88 days to 17 days - scales with #roles

| |1
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Trustworthy Al-supported Safety-Security Analysis
Engineering Support

Y iy PP P
Data sources 2lslé= male=|e Standards, Best Practices,

Engineering Models, specialist
forums, ,,old projects” = company IP

for scenarios
Prototype Tooling available

Driving Situations:  80%
Highusay

= o

ar [y . ~ _O

Trustworthy LLM-powered
Safety-Security Analysis Tool

@ Driving Situations

@ Highway

@ Normal Driving
@ Overtake

@ Cut-in

Approaching towards the end of a traffic jam when driving on a highway with speed > 130

Severity 53: Loss of braking effect near the end of a traffic jam can result in high-speed, multi-vehicle

km/h ]
)

@ Special Situations collisions, significantly increasing the risk of fatalities and severe injuries.

& e Exposure E4: Occurring more than 40 hours per year, with ADAC data indicating that drivers in
O Emergency Germany spend around 120 hours per year in traffic jams (DW).
@ Urban
@ Country
8 :::Ll Controllability C3: A driver cannot avoid an accident due to the limited reaction time and high
6 vehicle density. Ve B
tm Downshifting to lower gears, using the handbrake gradually, steering to an emergency lane,
aD maintaining a safe following distance, staying alert to react promptly -

[ Reject J[ Approve J[ Details J

Hazards /
Attack

Risk-relevant

Scenarlos high-speed, A driver
Vectors i coor
wehicle avoid an
collisions, accident
‘ Occurring more than 40 significantly  due 1o the
Approaching towards hours per year, with ADAC increasing limited
@ — the end of a traffic jam data indicating that drivers High-speed, multi-vehicle the risk of reachon
@ when driving on a in Germany spend around collision causing severe Drivers, passengers, fatalities time and
Braking  highway with speed » 120 hours per year in traffic Loss of braking  damage. serious injuries,  emergeny responders and severe high vehicle
@ — 3 HEBS01 System  130km/h T B4 jams (DW). HESD1  effect and potential fatalities §3 injuries €3 density D
@ I 4 I
‘4 . | Functions | FHA | Situations Driving ituati tanding  Risk A @ i [4]
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Contact

Head of Busine
Fraun

Ralf Kalmar

Fraunhofer IESE

Tel. +49 631 6800-1603
ralf.kalmar@iese.fraunhofer




	Titelfolien
	Slide 1

	Fraunhofer IESE
	Slide 2
	Slide 3: Efficient Engineering
	Slide 4: Increasing efficiency in Software Development
	Slide 5: Efficiency Gain with Co-Engineering
	Slide 6: Automated Derivation of Test Cases and Continuous XIL-Validation
	Slide 7: Efficient Safety Standard & Regulation Processing with LLMs
	Slide 8: Trustworthy AI-supported Safety-Security Analysis
	Slide 9


