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Software is a part of our lives. Embedded into everyday equipment, into living and working
environments or modern means of transportation, countless processors and controllers make
our lives simpler, safer, and more pleasant. We help organizations to develop software systems
that are reliable in every aspect, and provide empirical proof of the necessary processes,
methods, and techniques, emphasizing engineering-style principles such as measurability and
transparency.

Fraunhofer IESE in Kaiserslautern is one of the worldwide leading research institutes in the area
of software and systems engineering methods. A major portion of the products offered by its
collaboration partners is defined by software. These products range from automotive and trans-
portation systems via automation and plant engineering, information systems, health care and
medical systems to software systems for the public sector. The solutions allow flexible scaling.
This makes the institute a competent technology partner for organizations of any size — from
small companies to major corporations.

Under the leadership of Prof. Dieter Rombach and Prof. Peter Liggesmeyer, Fraunhofer IESE
has spent the last fifteen years making major contributions to strengthening the emerging IT
hub Kaiserslautern. In the Fraunhofer Information and Communication Technology Group, it is
cooperating with other Fraunhofer institutes on developing trend-setting key technologies for
the future.

Fraunhofer IESE is one of 60 institutes of the Fraunhofer-Gesellschaft. Together they have a
major impact on shaping applied research in Europe and contribute to Germany’s competitive-
ness in international markets.
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EDITORIAL

INNOVATION AND COMPETITIVENESS FOR
THE “DIGITAL SOCIETY 2.0”"

Dear reader,

In all branches of industry as well as in our private lives and
in society at large, innovations are increasingly driven by
software. The most important future trend is convergence,
meaning that isolated solutions for different control and/or
information processing tasks will be replaced by integrated
overall solutions.

The vision of a “Digital Society 2.0" is based on the assump-
tion that in the future, all business, private, and social activities
and services will be supported by software in an integrated
manner and without changes in medium, and that additional,
completely new synergies will be created through the integra-
tion of widely different applications (e.g., energy and health
management). On the one hand, the goal is to reduce costs
through convergence, for example if energy and health man-
agement at home make use of the same IT platforms. On

the other hand, completely new functions and services shall
be provided, such as the diagnosis of health problems based
on deviations in the consumption of energy. New challenges
regarding the software engineering of such deeply integrated
systems arise with regard to bringing together security and
safety and adhering to quality assurances despite dynamic ad-
aptation of the systems at runtime. “Ambience” and “Emer-
gence” are the catchwords that describe important preliminary
research projects for the public sector in which we not only
play a key role, but where we are driving the developments!

The development towards the “Digital Society 2.0" is hap-
pening in several steps. Starting with embedded software in
products (e.g., automotive control software) and information
systems (e.g., management systems for route determination),
the real world and the digital information world are currently
being united under the catchphrase " Cyber-Physical Systems
(CPS)". Logistics information systems, for example, can identi-
fy the current location of physical packages via so-called RFIDs

and initiate countermeasures, if necessary. A similar example is
the gas usage control in automobiles, which can be optimized
by accessing information from geographic information systems
or traffic jam reports. In the next step, we are currently observ-
ing trends towards the complete integration of all software
systems in specific ecosystems (e.g., health management)
under the catchphrase “Smart Ecosystems (SES)”. In the smart
ecosystem “Health”, for example, integrating medical devices,
diagnosis systems, and accounting systems can lead to stream-
lining patient care and decreasing the number of mistakes
made in this area. In particular, this integration also allows
thinking about moving certain diagnoses and therapies from
expensive hospitals to general practitioners or even completely
into the patient’s home. The last step in the realization of the
vision “Digital Society 2.0 (DG 2.0)" will be the integration of
solutions across the boundaries of ecosystems. One example
that is already being discussed today is the integration of en-
ergy and health management. On the one hand, huge instal-
lation costs can be saved if joint platforms are used. On the
other hand, information originating from energy management
can also be useful in diagnosing critical changes of a person’s
health status.

If you want to stay ahead of your competitors, you will need
innovative software and the leading software development
expertise available in your domain. In the era of software
convergence, the challenges are becoming ever greater.
Dependable software requires professional development pro-
cesses. Fraunhofer IESE is a competent and reliable partner for
companies from all sectors of industry regarding the subject
of “Software Engineering”. We offer dependable methods
and tools for the software development of embedded systems
and information systems — but also for the development of
CPS and software for supporting entire ecosystems — as well
as process know-how for the successful introduction of such
methods and tools.



Building on our competencies in the area of cyber-physical

systems, we increasingly directed our attention to the devel-
opment of Smart Ecosystems including mobile end-devices in
the past year. We are, for instance, helping manufacturers of
agricultural machinery to test integrated support of agricul-
tural workflows and to evaluate the resulting added value. In
many other domains we are also supporting the trend towards
Smart Ecosystems, e.g., in health care to facilitate communi-
cation between doctors, nurses, and patients; in production
technology to make maintenance easier by using situation-
related information; or among financial service providers to
provide support for their sales representatives on the road.

In 2012, we drastically increased our preliminary research on
the topic of “Smart Ecosystems” in the BMBF Software-Cluster
“Software Innovations for the Digital Enterprise”. Collabora-
tion in this project is open to additional companies. In cooper-
ation with the European Technology Innovation Center of the
agricultural machinery manufacturer John Deere in Kaiserslaut-
ern, first applications are currently being tested in practice.

We have established an internal task force that is committed
to merging empirical evidence about our core competencies
and complementing these wherever necessary. This will help
us to adapt our offers even better to company-specific require-

Prof. Dr. Peter Liggesmeyer
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ments in the future, and will allow us to provide ROI estimates
and decision support for the selection of new software engi-
neering methods.

There is much that remains to be done. The rapid technologi-
cal progress keeps presenting us with new challenges that
we are eager to accept. We have many ideas for new projects
with our collaboration partners and those wanting to cooper-
ate with us in the future. IESE enjoys global visibility. This is
reflected in the rising numbers of international collaborations
with partners from science and industry. In the USA, Australia,
and Brazil, we have already founded centers. You, too, can
become a partner of I[ESE! Make use of our competence and
benefit from our international network. We will support you
on your way towards more innovation and competitiveness
through dependable software!

We hope you find this report both informative and inspiring —

[ 4

Dieter Rombach
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HIGHLIGHTS

OF THE YEAR 2012

OPENING OF FRAUNHOFER
PROJECT CENTER IN BRAZIL

On 9 March 2012, the opening ceremony of the first
Fraunhofer Project Center (FPC) in Brazil took place in Salva-
dor, Bahia. The ceremony was attended by the Executive Direc-
tor of Fraunhofer IESE, Prof. Dr. Dieter Rombach, by the Lord
Mayor of the City of Kaiserslautern, Dr. Klaus Weichel, and by
various representatives of businesses from Kaiserslautern. On
the Brazilian side, the attendees included the State Secretary
for Science, Technology and Innovation of the state of Bahia,
Paulo Camera, and the Director of the Project Center, Prof.
Manoel Mendonca.

The Fraunhofer Project Center for Software and Systems Engi-
neering is located in the Technology Park of Bahia, which hosts
companies such as IBM, Portugal Telecom Innovation, and
several big Brazilian companies. The new Fraunhofer Project
Center will be active in the area of Software and Systems En-
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gineering and will address topics such as innovative solutions
for critical and/or large systems, mobile business applications,
e-Government, and ambient assisted living. The center is a
joint initiative of the Federal University of Bahia (UFBA) and
the Fraunhofer-Gesellschaft in Germany. Brazil is the world’s
eighth-largest economy and one of the fastest-growing ma-
jor economies. The country has a sophisticated technological
sector, developing projects that range from submarines to
aircraft, and is also a pioneer in many fields, including ethanol
production and deep-water oil research. In terms of software
technologies, Brazil was the first country in the world to have
fully automated electronic elections. The establishment of the
Fraunhofer Project Center at UFBA will bring the Fraunhofer-
Gesellschaft into the Brazilian market for software and systems
technologies.
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COMMERCIAL VEHICLE EXPERTS MEET IN
KAISERSLAUTERN

From 13 to 15 March 2012, the 2nd international Commercial
Vehicle Symposium took place at the University of Kaiserslaut-
ern. The organizer was the Commercial Vehicle Alliance Kai-
serslautern, a conglomerate of all organizations in Kaiserslaut-
ern that are doing research in the area of commercial vehicle
technology or that are supporting such research. This also in-
cludes Fraunhofer IESE. The symposium is unique in the way it
combines research and industry in an interdisciplinary manner.
At the interdisciplinary event, state-of-the-art research results
as well as innovative processes and products for trucks, buses,
and agricultural and construction machinery were presented in
more than 50 presentations during the course of three days.

At the opening of the industry exhibit on the night prior to the
main event, the Rhineland-Palatinate Science Minister Doris
Ahnen pointed out the successful alliance of the stakehold-
ers in the region in the Commercial Vehicle Alliance (CVA):
“Thanks to the bundling of activities (which was initiated

by the Ministry of Science) between the University, the local
Fraunhofer institutes, and the Commercial Vehicle Cluster in
the CVA, there is now one central hub that creates even closer
links between research and application. | am sure that the
visibility of the Kaiserslautern region as the German and Euro-
pean hub for research and development in the area of com-
mercial vehicles will continue to expand under this umbrella
brand.”

In her welcome address, Agriculture Minister Eveline Lemke
also voiced her satisfaction with the development in Kaiser-
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slautern in recent years. About the event, she said in ret-
rospect: “The symposium with more than 250 participants
from ten countries will increase the international visibility of
the commercial vehicle hub Kaiserslautern. For our small and
medium-sized supply industry, it is important to work on im-
proving the overall environmental balance together with the
commercial vehicle manufacturers and the science community.
The network structure found in Kaiserslautern already offers
an ideal platform for energy- and resource-efficient innova-
tions and the improvement of the CO, balance of commer-
cial vehicles. | hope that jointly we will manage to establish
Rhineland-Palatinate and Kaiserslautern as a center where
different actors collaborate on developing “efficient and
clean” commercial vehicles.” Additional welcome addresses
were given by the president of the University of Kaiserslautern,
Professor Helmut Schmidt, as well as the Senior Vice President
Research Planning of the Fraunhofer-Gesellschaft, Professor
Ulrich Buller.

The relevance of the commercial vehicle industry was demon-
strated by Professor Thomas Herlitzius from the University of
Dresden in his plenary presentation: Since global farmland is
limited, feeding a world population of more than seven billion
people is a major challenge. A solution can only be achieved
by further increasing efficiency, which also needs to include
the use of unconventional technical solutions. As an example,
Herlitzius showed the concept of a novel type of combine,
where a stationary threshing device is fed by several cutting
tools that operate autonomously.



The complexity of developing a modern hybrid bus was shown

by Dr. Eric Sax from Evobus in a plenary talk given by this rep-
resentative from industry. The multitude of variants among
customized buses, in particular, requires high-performance
processes and methods in quality assurance. Safety and reli-
ability are of paramount importance, especially for the Euro-
pean manufacturers.

The presentations covered a wide range of topics, from light-
weight construction and durability, component and system
simulation, electronics and software, via safety and reliability
to environmental protection and emission reduction. A col-
lection of the conference proceedings has been published by
Shaker.

The next date for the biennial Commercial Vehicle Technology
Symposium Kaiserslautern has already been set: It will take
place from 11 to 13 March 2014.

The Commercial Vehicle Alliance Kaiserslautern is a con-
glomerate of regional competence carriers in the area of
commercial vehicle technology. It consists of the Center for
Commercial Vehicle Technology (ZNT) of the University of
Kaiserslautern, the Fraunhofer Innovation Cluster “Digital
Commercial Vehicle Technology” (DNT), and the Commercial
Vehicle Cluster Stdwest (CVC).

13
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NON-STOP-GOVERNMENT

P23R WINS INNOVATION AWARD

“Public Service: Ideas for Everyone” — The Innovation Award
of dbb beamtenbund und tarifunion 2012 went to the na-
tional project P23R | Prozess-Daten-Beschleuniger.

The award, with 50,000 euros among those with the highest
prize money in Germany, is given for innovative public admin-
istration ideas and projects.

Under the leadership of the Fraunhofer-Gesellschaft fir an-
gewandte Forschung e.V., an interdisciplinary project team
consisting of partners from business, science, and public ad-
ministration was commissioned by the Federal Ministry of the
Interior to develop the foundations for the design of reporting
processes between companies and public administration with-
out changes in medium.

Currently, there are more than 10,000 reporting obligations

for companies in Germany, which place an annual burden of
almost 40 billion euros on businesses. P23R aims at reducing
this effort for both businesses and public administration.

The P23R principle developed by the project team ensures
simple, safe, and fast data exchange between companies and
public agencies. It includes an infrastructure concept that busi-
nesses can use as a basis for efficiently fulfilling their legal in-
formation and reporting obligations in a secure environment.
As part of the application landscape in a company, solutions
on the basis of P23R generate the required reports and then
properly forward them to the appropriate public agencies.

“As an electronic interface between business and public ad-
ministration, P23R greatly simplifies complex administrative
processes. This allows combining and processing the data from
both areas without changes in medium. P23R thus not only
helps to accelerate complex administrative processes, but also
to minimize administrative costs. The process data accelerator
(P23R — Prozessdatenbeschleuniger) is therefore a real adminis-
trative innovation”, said dbb federal chairman Peter Heesen.

141 15

Prof. Reimund Neugebauer, President of the Fraunhofer-
Gesellschaft, sees applied research as an important source of
impulses for innovations in public administration:

“The P23R principle, which was developed under the lead-
ership and with the participation of five institutes of the
Fraunhofer-Gesellschaft, does not only make the handling of
reporting processes much more efficient. P23R also signifies
the introduction of a fundamental change in paradigms aimed
at greater transparency and data economy in the fulfillment of
information and reporting obligations between business and
public administration.”

The P23R principle was developed in the context of the Fed-
eral Government’s IT investment program by a consortium of
13 organizations from the business and science communities
as well as from the Rhine Neckar Metropolitan Region. Com-
panies such as BASF and DATEV pilot-tested P23R and have
demonstrated that they can use it to fulfill their legal reporting
obligations in a trustworthy environment both efficiently and
without changes in medium.

Fraunhofer IESE designed and performed this project in col-
laboration with four other Fraunhofer institutes in Berlin,
Stuttgart, and Sankt Augustin on behalf of the Federal Min-
istry of the Interior. IESE was responsible for the entire quality
management of the project, for coordinating work regarding
the technical and organizational constraints (which were nec-
essary, among other things, to ensure the legal conformance
of the reporting), and it was finally responsible for the accep-
tance and change management. In addition, IESE provided a
prioritization methodology for the method guidelines that al-
lows characterizing process chains between business and pub-
lic administration regarding their usage potential and ranking
them in accordance with the implementation priorities.
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DENIT AT FRAUNHOFER IESE RECEIVES AWARD
AS "SELECTED LANDMARK 2012"

Fraunhofer IESE is among the 16 winners from Rhineland-Pa-
latinate in the contest “365 Landmarks in the Land of Ideas”
2012. At a reception at the State Chancellery of Rhineland-Pa-
latinate in April 2012, Minister President Kurt Beck welcomed
these 16 winners, whose ideas and projects are examples of
the strong culture of innovation in the state and reflect impor-
tant future trends. In order to promote the involvement and
dedication of the people and to make exemplary ideas visible,
the initiative “Germany — Land of Ideas” has been organizing
the Germany-wide contest “365 Landmarks in the Land of
Ideas” jointly with Deutsche Bank since 2006 already, reward-
ing excellent projects and ideas that make a lasting contribu-
tion to Germany's future viability.

Minister President Kurt Beck congratulated Thomas Luiz and
Rolf H. van Lengen from the German Center for Emergency
Medicine and Information Technology (DENIT) at Fraunhofer
IESE on their award for a real-time central information system
for hospital emergency capacities and presented them with
the official plague of the contest: “You, dear winners, have
opened up new perspectives with your ideas. This award is the
reward for your creativity and your courage to try something
new”, said the Minister President.

DENIT has developed an online application for Emergency
Medical Services and hospitals in Rhineland-Palatinate that
allows identification of treatment and care capacities without
any loss of time. Available hospital capacities within easy reach
can thus be checked as fast as possible. The central state-wide
information system for hospital emergency capacities CISHEC
(ZLB in German) also facilitates and accelerates the search
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for emergency capacities beyond local hospitals. This enables
faster reaction and allows saving lives.

During the course of the year, each of the 365 projects pre-
sented itself to the public as a “Selected Landmark” on one
special day. Fraunhofer IESE presented itself on 9 November
2012 in the context of the “Science Night” in Kaiserslautern.
In the presence of Roger Lewentz, State Minister in the Minis-
try of the Interior, for Sports and Infrastructure of the state of
Rhineland-Palatinate, and Emanuel von Bodman, representa-
tive of the initiative “Germany — Land of Ideas”, the award

as “Selected Landmark Ort 2012" was presented by Andreas
Rohde, Director, Rhineland-Palatinate Public Sector and Institu-
tions at Deutsche Bank, who emphasized: “This joint online
project is a flagship project for the region: Here, a life-saving
idea was implemented creatively and intelligently — with a lot
of dedication and passion for the common good.” In his lau-
datory speech, he praised this as “exemplary dedication that
symbolizes progress and shapes the future.”

Prof. Dr. Dieter Rombach, director of Fraunhofer IESE, com-
mented on the award: “We are very proud to be a “Selected
Landmark in the Land of Ideas” for the third time. Once again,
this has shown that we have managed to achieve the goal of
DENIT, namely to optimize emergency care in Rhineland-Palati-
nate through innovative IT solutions, in a unique way.”

The jury of experts consisting of scientists, business managers,
journalists, and politicians selected DENIT at Fraunhofer IESE as
an award winner from more than 2,000 applications.
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FRAUNHOFER IESE AND INSIDERS TECHNOL-
OGIES FOUND JOINT RESEARCH & DEVELOP-

MENT LAB

Fraunhofer IESE, one of the leading institutes for software

and systems engineering methods, and Insiders Technologies,
the market leader in intelligent software products for docu-
ment management from Kaiserslautern, are intensifying their
strategic partnership with the foundation of a joint research
and development lab in Kaiserslautern. In the Joint Research

& Development Lab (JR&D Lab), which was presented to the
interested public on 19 November 2012 in the context of a
press conference, innovative products will be developed jointly
using innovative development methods in order to expand the
portfolio of products offered by Insiders on the basis of state-
of-the-art research in line with current market trends.

Both partners expect to benefit a lot from this mutual transfer
of knowledge and technology: Fraunhofer IESE will be able to
empirically test the effectiveness and efficiency of its innova-
tive development methods, for which the research institute

is known worldwide, in more real projects. Prof. Dr. Dieter
Rombach explained: “Through this strategic partnership with
Insiders, we are realizing a sustainable future IT development
model that can be transferred to small and medium-sized
enterprises. What is unigue in this project is the active involve-
ment of reference customers even before the results are ma-
ture enough for industrial deployment.” Werner Weiss, man-
aging director of Insiders Technologies, was also enthusiastic
about this novel type of cooperation with research: “At Insid-
ers, we are looking forward to being able to use the highly
acclaimed method competence of the Fraunhofer Institute and

to collaborate with a catalyst for innovation.” Weiss counts on
the Research & Development Lab to develop products that will
fulfill the highest state-of-the-art scientific standards and will
preserve the excellent position of his company in international
competition in the area of document management.

In the ultramodern facilities of Fraunhofer IESE, employees of
Insiders Technologies with many years of experience will col-
laborate in a team with Fraunhofer scientists. The first joint
project will be work on the Mailroom Cockpit, a product for
the company-wide, cross-system monitoring and controlling of
all incoming document-related business processes, particularly
for insurance companies.

Prof. Dr. Dieter Rombach and Werner Weiss are currently al-
ready planning activities to further promote the expansion of
synergy effects between science and business: In addition to
the development of further product innovations in the Joint
Research & Development Lab, the collaboration shall also fo-
cus on such issues as mentoring of PhD candidates, joint pro-
fessional publications, or research sabbaticals.
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For many years, the Division Embedded Systems has been focusing on the development of
safety-critical and highly dependable embedded systems. In the meantime, the experts of
Fraunhofer IESE have become the first point of contact for many companies when it comes

to guaranteeing highest quality in their product innovations. Since wrong decisions during
development can quickly cause huge financial damage to a company or might even endan-
ger human lives, it is particularly important for these companies to have complete trust in the
evaluations and solutions of Fraunhofer IESE. With the help of innovative modeling techniques,
analyses, and simulations, the IESE experts therefore complement their own experience with
objective, reproducible evidences to enable them to assist their customers at all times with
quality assessments and recommended solutions that will stand up to scrutiny. The aim is to
also fulfill this ambition on the road towards Smart Ecosystems, since Smart Ecosystems will
only evolve from a promising idea to an economic success if one can demonstrably depend

on their quality. In order to meet this challenge, Fraunhofer IESE has been working for several
years already on developing innovative new solution approaches, which will also characterize its
research work in the upcoming years.

On the way to Smart Ecosystems, embedded systems will increasingly interconnect with each
other and will seamlessly integrate themselves into the “Cloud”. To do so, the systems must
open up in order to allow flexible connections with other systems and with the Internet. In ad-
dition, end customers increasingly expect that the flexibility they are used to from smartphone
apps will also be supported by embedded systems. For embedded software to function ef-
ficiently in such a flexible environment, it must be able to adapt to its environmental context
much more intensively as it does to date. It is this openness and adaptivity of the systems which
holds the key for new applications and the resulting market potential. Reconciling this flex-
ibility, which is well known from classical information systems, with the tough quality and cost
requirements of embedded systems will certainly represent one of the greatest challenges in
the next few years.

The openness and adaptivity of Smart Ecosystems lead to a significant increase in complexity
and also make these systems hard to predict. Safety and reliability can therefore only be guar-
anteed efficiently if they are adequately taken into account as central properties during the
entire development cycle. In this context, it is essential to always look at all system properties in
their entirety, since particularly during the development of new system generations, companies
encounter an investment risk and thus have a vested interest in making sure that this develop-
ment will ensure the success of their product.



The groundwork for success or failure is already laid during the early phases of development:

The flexibility of a system created by its openness and adaptivity is frequently the basis for new
applications. At the same time, however, more flexibility also means higher costs and greater
safety risks. It is thus important to understand very early which market one wants to address
and which flexibility is really needed for that. In order to be able to assist its customers in these
issues with recommendations that will hold up to close scrutiny, Fraunhofer IESE draws on
more than 15 years of experience in the strategic planning and efficient implementation of
system variants. Furthermore, the practice-proven methods of the institute are being continually
evolved in order to deal even better with the new challenges posed by Smart Ecosystems.

Another success factor during the course of development is adequate architecture design. The
system and software architecture does not only determine whether and how well the business
goals can be achieved with the system. An appropriate architecture is also the indispensable
basis for efficiently guaranteeing the safety and reliability of a system. Architecture decisions
therefore have a great impact and must take into account all the target properties of a product
—even if these are contradictory. The experts of Fraunhofer IESE use various model-based analy-
sis and simulation methods including virtual hardware simulation to allow derivation of the best
possible architecture for a specific product by exploring the design space on the basis of the
analysis results.

In order to be able to support openness and adaptivity in Smart Ecosystems, embedded systems
must be easy to adapt dynamically at runtime in the future, or must even be able to adapt
themselves. Since the resulting system structures are hard to predict at development time,
runtime platforms will become increasingly important in embedded systems, too, in the future.
Fraunhofer IESE is therefore working intensively on a runtime platform aimed at guaranteeing
openness and adaptivity in embedded systems safely and reliably. For this purpose, existing pro-
cesses for modular safety cases are being extended to allow safe system and software integra-
tion at runtime by means of runtime certificates. These approaches are integrated into a run-
time platform, which guarantees even in cases of dynamic software integration that there are
no undesired interactions, and which will at the same time allow parallel execution of software
components with different degrees of criticality on the same hardware.
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Efficient development processes and high-quality software systems and products are basic pre-
requisites for remaining competitive in a tightly fought global market. In the future, process
management within individual organizations will thus be faced with great challenges due to
the ever shorter business and technology lifecycles. Processes and quality assurance methods
must therefore react flexibly and must be easy to adapt.

Software products and systems are increasingly being developed in a distributed manner in
heterogeneous environments. This is particularly true for the trend towards Cyber-Physical
Systems and Smart Ecosystems, where organizations from different domains collaborate on
developing integrated solutions. In this context, the intensive interaction of embedded systems
and information systems places high demands on process and quality management approaches
in software engineering. The focus of the division “Process Management” of Fraunhofer IESE

is on designing innovative development processes and corresponding approaches for the mea-
surement and prediction of product and process properties aimed at meeting the challenges of
tomorrow.

Strategic Software Measurement Systems for Organizational Control

It is becoming increasingly important for companies to understand software and IT as driv-

ers for innovation and value creation and to be able to clearly demonstrate their contribution
to the business goals of their organization. This is particularly crucial in the context of rapidly
changing markets, which require an organization to focus on its most promising areas for its
future development. Since 2005, Fraunhofer IESE has been working on the development of the
GQM+Strategies® approach together with its U.S. sister institute CESE (Fraunhofer Center for
Experimental Software Engineering). This approach supports companies in modeling goals and
strategies across all levels of an organization as well as in developing appropriate software mea-
surement systems for measuring the success and failure of goals and strategies. Due to their
complexity, future systems will no longer be developed by a single organization on its own,

but rather by a consortium of organizations. In order to keep up with these developments, the
approaches must also be extended beyond the boundaries of a single organization in order to
allow addressing goals and strategies holistically in a distributed, heterogeneous environment.

Assessment Centers for Software Quality

Software system quality is a very abstract term, which is often equated with reliability or defect-
proneness. As a matter of fact, though, this term encompasses a whole series of properties

of a software system (such as functionality, reliability, usability, efficiency, maintainability, or



portability). Quality models (such as ISO 9126 or its successor ISO 25000) describe which quality
properties of a software system are important for an organization and how to measure these
systematically during the development process and thus master them.

Since 2008, Fraunhofer IESE has been collaborating with renowned partners from industry
and research on developing quality models for various application domains. Together with the
customer, these models are adapted to the customer’s individual demands and are applied to
existing software systems in order to systematically assess their quality, identify weaknesses,
and recommend appropriate improvement measures. To do so, Fraunhofer IESE has a com-
prehensive portfolio of state-of-the-art techniques, methods, and tools for the development
and quality assurance of embedded systems and information systems at its disposal to ensure
software quality in the long term. In the future, assessment centers will be established in this
context in order to provide an infrastructure, incl. standardized quality models, for assessing
software systems.

Multi-Disciplinary Process Frameworks

The process landscapes in modern organizations are built around a multitude of different devel-
opment approaches: from classical, plan-based approaches such as the Rational Unified Process
or the V-Modell XT, to agile methods such as Scrum and Extreme Programming. In addition,
various requirements exist regarding compliance with standards, ranging from requirements on
the general development standard, such as achievement of a specific CMMI or SPICE maturity
level, to requirements from standards for specific system classes, such as I[EC 61508 (Functional
Safety) and the respective domain-specific derivatives.

Since 2010, Fraunhofer IESE has been working on the issue of multi-model compliance in this

context. The goal is to sustainably reduce the effort required for proving compliance to several
development standards. Future developments will aim at providing this evidence in a multi-dis-
ciplinary environment in which various development approaches of different organizations will
have to be combined to allow creation of an integrated system as efficiently as possible.
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Future information systems will have to fulfill high demands on quality. The systematic use of
software engineering methods can guarantee the required quality in a system. In 2013, our
focus will continue to be particularly on the qualities mobility and security. Similar to last year,
another important core topic of the division “Information systems” will be how to increase
software development efficiency. And finally we are increasingly striving to make software en-
gineering methods tangible and experienceable.

Mobility of Complex Information Systems

In 2013, Fraunhofer IESE will continue to further expand its portfolio of software engineering
methods for the context of mobile end devices. Following the successful definition and indus-
trial application of the mConCappt method for defining the interaction design of mobile de-
vices and of the methodology for the evaluation of the mobility potential of business processes,
the focus in 2013 will now also be on quality assurance methods: Parallel business processes,
enabled also and in particular by mobile devices, entail the issue of call nesting, respectively the
issue of using jointly used data. With the help of the approach developed by Fraunhofer IESE,
competing data accesses are identified and tested.

Empiricism-based Industry Lab for Mobile Business Applications

During the course of the year, the “Empiricism-based Industry Lab for Mobile Business Ap-
plications with Guaranteed Quality” will start its operation. In this lab, industry customers will
be able to test and apply the IESE methods and tools on their own products or product ideas
together with IESE staff. For this purpose, the lab will provide a unique software and hardware
infrastructure, which will allow developing mobile business applications for current mobile plat-
forms (iOS, Android, Windows) with state-of-the art and state-of-the practice tools on the one
hand, and perform quality assurance for such applications on the other hand. For the develop-
ment and, in particular, for quality assurance, numerous mobile devices (smartphones, tablets)
by popular manufacturers as well as a customized test infrastructure for mobile business appli-
cations will be available.

Security in Smart Ecosystems

Fraunhofer IESE’s presentation at this year’s CeBIT will focus on the topic of Software Engineer-
ing for Smart Ecosystemes, illustrated on the example of Smart Farming. The division Information
Systems will demonstrate how its technology for distributed data usage control can be used in
Smart Farming for safely exchanging sensitive data between systems and organizations. Thanks
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to the policies used in this method, the data owners continue to maintain control over their
data in the sense that these data can only be used for the specified usage. In 2013, the compe-
tencies from the area of data usage control will thus also be increasingly transferred from the
area of pure information systems to the area of embedded systems. Another focus in the area
of data usage control will be on the issue of Context Awareness, i.e., the goal is to also enable
policies that allow controlled data usage in specified, automatically captured contexts.

Increasing Software Development Efficiency

Many companies want to further improve the quality of their product on the one hand, and
increase the efficiency of their development on the other hand. Fraunhofer IESE is continuing
its research into how to increase the efficiency of software engineering methods: In the area
of architecture, Fraunhofer IESE will in 2013 publish the results of its large international study
on the state of the practice in documenting software architecture. In this study, more than 100
participants from numerous countries and various domains report on their experiences with
architecture documentation and identify needs for improvement. This complements experiences
from many IESE projects and will be the basis for the optimization of methods and tools in
order to generate maximum benefit for industry. In addition, the efficient introduction of busi-
ness process management (BPM) is becoming increasingly interesting for companies. However,
this comes with major challenges, as it entails long-term changes in the areas of work philoso-
phy, procedures, role models, and software applications. In order to be able to introduce BPM
efficiently and successfully, in 2013 Fraunhofer IESE will thus offer a proven approach for the
holistic, yet incremental introduction of BPM.

Experiencing Software Engineering Methods

Presenting software engineering methods in a tangible way is an important factor for success-
ful technology transfer. For this purpose, Fraunhofer IESE has also focused on the description of
the methodology via apps in the App-Store since 2012. Methods are made experiencebale with
examples and videos, and are explained step by step. In 2013, Fraunhofer IESE will put more
descriptions online, for example how to design intuitive user interfaces (IBIS methodology), how
to assess software architectures (ACES methodology), and its proven RE process improvement
with Regman.
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Ecosystems

Interconnectedness — the cross-domain megatrend for software and systems — will be the chal-
lenge in future software engineering. USPs will increasingly be generated by interconnecting
one’'s own software with other systems. To achieve this, a change of paradigms is going to take
place: from monolithic single systems to open, interconnected, scalable, and service-oriented
Software Ecosystems. So far, three different system classes can be characterized today:

m  Information systems generally describe the technical and organizational processes used for
obtaining and processing information. Information systems are usually systems for support-
ing and/or automating business processes.

B Embedded systems are systems for the product-integrated control, monitoring, and/or regu-
lation of a technical process via sensors and actuators. The system is here integrated directly
into the technical context.

B Mobile systems consist of at least one application that is used on one or several mobile end
devices. We talk about mobile business systems (or business applications) when these sys-
tems support business processes.

These system classes are continually evolving. In the area of Information Systems, Emergent En-
terprise Software Systems are the next phase of the evolution towards the Internet of Services.
Interconnected Embedded Systems, on the other hand, are becoming Cyber-Physical Systems
(CPS) and will finally lead to the Internet of Things. In both system classes, Mobile Systems are
also being increasingly integrated into business processes today.

B Emergent Enterprise Software Systems are integrated Information Systems that are created
through the combination and modification of components from different manufacturers
according to the principle of emergence (i.e., that do not necessarily need to be planned in
advance).

B Cyber-Physical Systems (CPS) describe the tight integration of Embedded Systems via dedi-
cated communication infrastructures such as the Internet. With the help of sensors, the
physical world is represented through digital objects.

So-called Smart Ecosystems represent the mid-term evolutionary phase. They form a bridge be-
tween the Information Systems domain and the Embedded Systems domain. Smart Ecosystems
connect Emergent Systems and CPS into a single ecosystem in which the Internet of Services,
Things, and Data merge with each other, thus resulting in cross-organizational innovative solu-
tions. Business processes and technical processes are equally valuable and impact each other
mutually in order to achieve optimization from global perspectives. As an extension of the clas-
sical Software Ecosystem, the Smart Ecosystem also integrates non-trivial Information Systems
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in order to achieve organizational goals and non-trivial Embedded Systems to achieve technical

goals. In doing so, they act as one unit, which dynamically uses context-dependent information

to achieve common higher-level goals (which no single system would be able to achieve on its

own). In the research area “Smart Ecosystems”, we are preparing for the future of Software En-

gineering. We are working particularly, although not exclusively, on the following issues:

Lifecycle management in Smart Ecosystems: Given the multitude of single systems, how can
different processes, methods, and tools be reconciled?

Modeling of requirements and workflows in ecosystems: Given uncertain contexts and ad-
hoc connections, how can requirements be elicited and documented for single systems?
Architectures for Software Ecosystems: What do building plans, structures, and system be-
havior look like? How to achieve control over the inherent complexity of the interconnect-
edness? How to design the governance of ecosystems?

Runtime technologies: What do runtime platforms look like that enable high quality (e.g.,
security and safety) in Smart Ecosystems?

Participative software development: How to design open and collaborative cooperation
with equal rights across organizational boundaries?

User Experience plays an important role in how innovations are perceived and used. How
can software enable its users to work effectively and efficiently in an ecosystem?
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Fraunhofer worldwide
Locations in Europe
Paris, France

Brussels, Belgium
Vienna and Graz, Austria
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Porto, Portugal

Glasgow, Scotland
Gothenburg, Sweden
Wroclaw, Poland
Thessaloniki, Greece
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South America

London, Ontario, Canada
Brookline, Massachusetts
Cambridge, Massachusetts
College Park, Maryland
East Lansing, Michigan
Newark, Delaware
Plymouth, Michigan

San Jose, California
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Bangalore, India
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Singapore
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THE FRAUNHOFER-
GESELLSCHAFT

Research of practical utility lies at the heart of all activities pursued by the Fraunhofer-Gesell-
schaft. Founded in 1949, the research organization undertakes applied research that drives eco-
nomic development and serves the wider benefit of society. Its services are solicited by custom-
ers and contractual partners in industry, the service sector and public administration.

At present, the Fraunhofer-Gesellschaft maintains 66 institutes and independent research units.
The majority of the more than 22,000 staff are qualified scientists and engineers, who work
with an annual research budget of 1.9 billion euros. Of this sum, more than 1.6 billion euros

is generated through contract research. More than 70 percent of the Fraunhofer-Gesellschaft's
contract research revenue is derived from contracts with industry and from publicly financed
research projects. Almost 30 percent is contributed by the German federal and Lander govern-
ments in the form of base funding, enabling the institutes to work ahead on solutions to prob-
lems that will not become acutely relevant to industry and society until five or ten years from
now.

Affiliated international research centers and representative offices provide contact with the
regions of greatest importance to present and future scientific progress and economic develop-
ment.

With its clearly defined mission of application-oriented research and its focus on key technolo-
gies of relevance to the future, the Fraunhofer-Gesellschaft plays a prominent role in the Ger-
man and European innovation process. Applied research has a knock-on effect that extends
beyond the direct benefits perceived by the customer: Through their research and development
work, the Fraunhofer Institutes help to reinforce the competitive strength of the economy in
their local region, and throughout Germany and Europe. They do so by promoting innovation,
strengthening the technological base, improving the acceptance of new technologies, and
helping to train the urgently needed future generation of scientists and engineers.

As an employer, the Fraunhofer-Gesellschaft offers its staff the opportunity to develop the pro-
fessional and personal skills that will allow them to take up positions of responsibility within
their institute, at universities, in industry and in society. Students who choose to work on proj-
ects at the Fraunhofer Institutes have excellent prospects of starting and developing a career in
industry by virtue of the practical training and experience they have acquired.
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The man behind the name:
Joseph von Fraunhofer

The Fraunhofer-Gesellschaft owes its name to Joseph
von Fraunhofer (1787-1826), the successful Munich
researcher, inventor and entrepreneur. Born of a fam-
ily of modest means, the glass-grinding apprentice
Joseph von Fraunhofer joined the institute for optics
headed by privy councillor Joseph von Utzschneider,
who put the young researcher in charge of glass
manufacturing at the early age of 22. Joseph von
Fraunhofer's major developments include new meth-

ods of glass production and processing.

The optical instruments he himself developed, such
as the spectrometer and the diffraction grid, enabled
Fraunhofer to conduct fundamental research in the
fields of light and optics. He was the first scientist
to measure the spectrum of sunlight and character-
ize the appearance of the dark absorption strips: the
“Fraunhofer lines”. His work as an autodidactic re-
searcher earned him great respect in academia and
government, leading to the former apprentice be-
coming a full-fledged member of the Bavarian Acad-

emy of Sciences and Humanities.
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Fraunhofer IESE fulfills its mission of applied research and
technology transfer through close collaboration with users

of software engineering technology, providers of new tech-
nologies, and strategic partners in national and international
collaborations. Thus, IESE actively promotes further develop-
ment of software engineering technology and its transfer into
industrial practice.

International Research Networks

Fraunhofer IESE is a member in several international research
associations. The International Software Engineering Research
Network (ISERN) with approx. 60 members from science and
industry plays an important role in Fraunhofer IESE's interna-
tional research collaborations. ISERN is a forum for applied
software engineering researchers for exchanging the latest
research results and experiences.

Further information: I S E R N

http://isern.iese.de sl e Eginesring Hesanre W

In addition, Fraunhofer IESE is affiliated with the Center for
Empirically Based Software Engineering (CeBASE), a project
of the National Science Foundation (NSF) in the United States.
Other CeBASE members include FC-MD, the University of
Maryland, the University of Southern California, Mississippi
State University, and the University of Nebraska-Lincoln.
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Bilateral research and exchange programs for students and sci-
entists exist with renowned institutions such as:

B Experimental Software Engineering Group at the University
of Maryland, USA

B Center for Software Engineering at the University of

Southern California, USA

Universidade Federal da Bahia, Brazil

Universidade Estadual da Paraiba, Campina Grande, Brazil

Carleton University, Toronto, Canada

Clemson University, South Carolina, USA

Kyungpook National University, South Korea,

Simula Research Laboratory, Lysaker, Norway

National ICT Australia Ltd (NICTA), Sydney, Australia

Bay Zoltan Foundation for Applied Research, Budapest,

Hungary
B Poznan University of Technology, Poland
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National Research Networks

The Science Alliance Kaiserslautern e.V. is a coalition of
twelve internationally renowned research facilities in Kaiser-
slautern. Together they form a highly specialized multidisci-
plinary network, which provides students, scientists, and coop-
eration partners from industry, business, and the public sector
with innovative solutions based on the newest technologies
and methods available.

Members of the Science Alliance are the University of Kaisers-
lautern, the University of Applied Sciences Kaiserslautern, and
eight research institutes, some of which are spin-offs of suc-
cessful research completed at the University of Kaiserslautern.
The Commercial Vehicle Cluster GmbH and the Westpfalz-
Klinikum are also part of the alliance. Their prolific work in
the past years has added to the growing reputation of Kaiser-
slautern as a distinguished location for study, research, and
technology.

Further information: e

A SCIENCE ALLIANCE

KAISERSLAUTERN

SafeTRANS e.V. (“Safety in Transportation Systems”) is a
Competence Cluster combining research and development ex-
pertise in the area of complex embedded systems in transpor-
tation systems. SafeTRANS drives research in human-centered
design, in system and software development methods for em-
bedded systems, as well as in safety analysis and — for avionics
and rail — its integration in certification processes, driven by a
harmonized strategy addressing the needs of the transporta-

U

SafeTRANS

tion sector.

Further information:

il
il
B W

The cluster “Software Innovations for the Digital Enter-
prise” (or Software-Cluster for short) focuses on the region
around the software development centers Kaiserslautern,
Darmstadt, Karlsruhe, Saarbriicken, and Walldorf. Its objec-
tive is to explore and develop the enterprise software of the
future. This will enable companies that have only been using
ICT as a tool to support their traditional processes to transform
themselves into completely digital enterprises where ICT is

the major driver for product and process innovations (also see
page 100 for further details).

Further information:

%@ Software-Cluster

The Transfer Agency for the Software-Cluster Rhineland-Palat-
inate (TSC-RLP) is responsible for facilitating technology trans-
fer and communication between the Software-Cluster and
small and medium-sized enterprises in Rhineland-Palatinate
and for bringing their wishes and research needs to the Clus-
ter. In addition, the Transfer Agency is dedicated to establish-
ing regional networks.

Transferstelle
fiir den

’ ? Softwarecluster

TSCJ Rheinland-Pfalz

v
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Industrially-funded Collaborations

Fraunhofer IESE's industrial cooperation partners range from
global players to small regional companies. They can be
grouped into four categories:

B Large national and international organizations looking for
support in their mid- to long-term strive for quality im-
provement in software development.

B Large national and international organizations with their
own R&D department, who are looking for competent re-
search partners.

B Medium-sized enterprises, who want to establish im-
provement programs or who must implement technology
changes under very tight budget and schedule constraints.

B Small companies, who want to use proven technology that
yields short-term return on investment.

Specialized Services for SMEs

The speed of modern innovations and the rapid changes of
economic constraints place high demands on the manage-
ment of IT companies. A company that wants to survive in the
fierce competition is therefore well advised to continually im-
prove both its own development processes and products and
the qualification of its employees.

This is where the Software Technologie Initiative e. V. comes
in. It offers all participants the opportunity to receive con-
stant and first-hand information about current developments,
trends, and background in the area of software engineering.
Numerous events serve to acquire and consolidate applicable
knowledge, while also offering the chance for people to get to
know each other and to communicate with others. As a living
network between research and practice, STl e. V. is the re-
gional platform for direct, unfiltered exchange of knowledge,
experience, and information in the area of software develop-
ment.

Objectives:

B Promotion of software technology in small and medium-
sized companies in the region

m  Bundling of interests regarding the adaptation of research
results in the area of software engineering

®  Promotion of innovative software development approaches
and their transfer into practice

Contact

Thomas Jeswein
Phone +49 631 6800-2106
Fax +49 631 6800-9 2106

thomas.jeswein@iese.fraunhofer.de

Thomas Jeswein

www.sti-ev.de

301 31
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IESE IN FRAUNHOFER
GROUPS AND ALLIANCES

FRAUNHOFER INFORMATION AND
COMMUNICATION TECHNOLOGY GROUP

Shorter innovation cycles have turned IT knowledge into

a perishable commodity. The Fraunhofer Information and
Communication Technology Group (ICT) provides support in
the form of customized solutions, consulting, and contract
research for new products and services. The Fraunhofer ICT
Group comprises 18 institutes as full members (among them
also Fraunhofer IESE), including three associated members,
representing a workforce of roughly 4000 employees and a
yearly budget of approximately 200 million euros. Its central
office in Berlin serves as a one-stop shop, referring customers
to the appropriate contacts.

The complementary focal fields of the participating institutes
cover the entire value chain of the ICT industry. The business
areas are:

Digital Media

E-Business

E-Government

Information and Communication Technologies

Energy and Sustainability

Medicine

Production

Security

Financial Services

Automotive

Chairman of the ICT Group
Prof. Dr. Matthias Jarke

Fraunhofer Institute for Applied
Information Technology FIT

32133

The alliance comprises the Fraunhofer Institutes for

Contact at IESE

Prof. Dr. Dieter Rombach

dieter.rombach@iese.fraunhofer.de

www.iuk.fraunhofer.de

Algorithms and Scientific Computing SCAI

Applied Information Technology FIT

Applied and Integrated Security AISEC

Industrial Engineering IAO

Medical Image Computing MEVIS

Digital Media Technology IDMT

Experimental Software Engineering IESE

Computer Graphics Research IGD

Integrated Circuits IIS (associated member)

Intelligent Analysis and Information Systems IAIS
Communication, Information Processing and Ergonomics
FKIE

Heinrich Hertz Institute, HHI (associated member)

Open Communication Systems FOKUS

Optronics, System Technologies and Image Exploitation IOSB
Secure Information Technology SIT

Software and Systems Engineering ISST

Communication Systems ESK (associated member)
Industrial Mathematics ITWM

Prof. Dieter Rombach
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FRAUNHOFER ALLIANCE EMBEDDED SYSTEMS

Embedded systems constitute a central ingredient of technical
products, e.g., in transportation, medical technology, automa-
tion technology, or in consumer electronics. In recent years,
numerous product innovations and unique selling points of
technical products “made in Germany"” were the result of
integrating embedded systems. Especially in the area of high-
tech, there is a strong dependency on embedded systems,
which is why their economic significance is enormous. As

a reaction to the growing requirements and the increasing
complexity of embedded systems, the Fraunhofer ICT Group
as the largest European research network for information and
communication technology pushed the initiative for founding
a Fraunhofer Alliance.

Isolated approaches quickly reach their limits when new sys-
tems are being developed. In addition to competence in the
areas of information technology, electrical engineering, and
mechanical engineering, interaction between these disciplines
is an essential factor. The Fraunhofer institutes affiliated in

the alliance have the necessary comprehensive expertise in
practically all topics in the area of embedded systems. The
Fraunhofer Alliance Embedded Systems bundles the respec-
tive required professional competencies and maps them to the
areas of information technology, electrical engineering, and
mechanical engineering. At the same time, the alliance acts as
a central point of contact for partners from industry, research,
government, and the media.

Due to its expertise in the area of embedded systems,
Fraunhofer IESE in Kaiserslautern is predestined for a leading
role in the alliance. For a long time, safety analyses, embedded
systems certification, especially in critical application domains,
as well as innovative development methods for embedded sys-
tems have been focal research areas of IESE.

The alliance comprises the Fraunhofer Institutes for
Applied and Integrated Security AISEC
Communication Systems ESK
Applied Information Technology FIT
Communication, Information Processing and Ergonomics
FKIE
Open Communication Systems FOKUS
Heinrich Hertz Institute, HHI
Experimental Software Engineering IESE
Factory Operation and Automation IFF
Computer Graphics Research IGD
Integrated Circuits IIS
Optronics, System Technologies and Image Exploitation I0SB
Production Technology IPT (Project Group Mechatronic Sys-
tems Design)

Spokesman of the Alliance
and Contact at IESE

Prof. Dr.-Ing. Peter Liggesmeyer
Phone +49 631 6800-2106
Fax +49 631 6800-9 2106

Prof. Peter Ligges-

meyer

34135


http://www.embedded.fraunhofer.de/en.html
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FRAUNHOFER E-GOVERNMENT CENTER

The Fraunhofer E-Government Center combines the expertise
of seven Fraunhofer Institutes in the areas of research needed
to build up broad-based eGovernment services in Germany
and Europe. Each institute has extensive experience in its par-
ticular area of technology and related applications, is already
working on several applied eGovernment projects, and is ac-
tively involved in the definition of future-oriented, long-term
solutions.

The Fraunhofer E-Government Center gives advice to politi-
cians, public administrators, and business people on the
conception and development of complete, forward-looking
and secure eGovernment solutions and on the realization of
service-oriented architectures and standards.

The services it offers also include reorganizing business pro-
cesses, evaluating and advising on technology, developing
future-oriented eGovernment lab scenarios and evolving
long-term eGovernment and security solutions, carrying out
projects and quality management, helping with standardiza-
tion, transferring know-how, and training. The Fraunhofer E-
Government Center is completely independent of any vendor-
specific solutions and political movements.

Spokesman of the Alliance

Dr. Michael Tschichholz
Fraunhofer Institute for Open
Communication Systems FOKUS

Each institute in the E-Government Center has many years of
experience in the area of technologies and applications and

is involved in various eGovernment development projects. As
the regional representative of the E-Government Center in
Rhineland-Palatinate, Fraunhofer IESE supports both the public
sector and software developing organizations in developing
and extending benefit-oriented eGovernment solutions for
business, public administration, and citizens. In particular,
Fraunhofer IESE offers the following services: execution of
needs and ROI analyses, independent quality assurance and
support of realization projects (with special attention paid to
system architecture, usability, and IT security issues), as well
as support in developing eGovernment know-how. In order to
ensure optimal coverage of the technological and application-
relevant issues, projects are performed in cooperation with
other institutes of the Fraunhofer E-Government Center when
appropriate.

The Center comprises the Fraunhofer Institutes for
Applied Information Technology FIT
Experimental Software Engineering IESE
Industrial Engineering IAO
Optronics, System Technologies and Image Exploitation 0SB
Intelligent Analysing- and Information Systems IAIS
Open Communication Systems FOKUS
Secure Information Technology SIT

Contact

Thomas Jeswein
Telefon +49 631 6800-2106
Fax +49 631 6800-9 2106

Thomas Jeswein
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FRAUNHOFER

AMBIENT ASSISTED LIVING ALLIANCE

The institutes of the Fraunhofer Alliance Ambient Assisted Liv-
ing work together on developing holistic AAL and “personal
health” system solutions for comfort, safety, and energy ef-
ficiency, for working and living, for health and social network-
ing. The aim is to enable especially elderly or disabled persons
or those requiring care to lead long, autonomous lives in their
own homes.

The AAL environments being created for this purpose adapt to
users’ needs and goals unaided, in a proactive and situation-
specific way. “Personal health” components for health-related
applications in home or mobile environments allow person-
centered, individualized forms of medical care.

The goal is a common system concept that integrates different
technologies and applications into modular systems consisting
of interoperable components. Accordingly, the AAL Alliance
covers the entire value chain from the private user to the pro-
fessional service provider. Accompanying activities of the AAL
Alliance are going on in the areas of research coordination,
business model development, and standardization.

Spokesman of the Alliance

Dr. Reiner Wichert
Fraunhofer Institute for Computer
Graphics Research IGD

The contribution of Fraunhofer IESE is mostly in the area of
systematic development of software-intensive systems. For
the context of AAL, this includes approaches to the systematic
development of integrated AAL solutions with predictable
quality, development approaches for adaptable and adaptive
systems, system modeling, and analysis, e.qg., regarding de-
pendability and usability.

The alliance comprises the Fraunhofer Institutes for
Applied Information Technology FIT
Open Communication Systems FOKUS
Computer Graphics Research IGD
Digital Media Technology IDMT
Experimental Software Engineering IESE
Industrial Engineering IAO
Integrated Circuits IIS
Manufacturing Engineering and Automation IPA
Microelectronic Circuits and Systems IMS
Photonic Microsystems IPMS
Reliability and Microintegration 1ZM
Software and Systems Engineering ISST
Telecommunications, Heinrich Hertz Institute HHI

Contact

Rolf Hendrik van Lengen
Phone +49 631 6800-2103
Fax +49 631 6800-9 2103

Rolf Hendrik van

Lengen
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Organizational Structure of the Fraunhofer Institute for Experimental Software Engineering IESE

Executive Director
Prof. Dr. D. Rombach

Automotive & Trans-
portation Systems

Automation & Plant
Engineering

Medical Devices

Information Systems
Finance, ERP / Software,
Telecommunication

eGovernment

Health Care
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| Scientific Director y Deputy Director
o Prof. Dr.-Ing. P. Liggesmeyer ! Prof. Dr. F. Bomarius

Divisions
Embedded Systems (ES) Dr. Mario Trapp

Embedded Systems Development (ESD)
Dr. M. Becker

Embedded Systems Quality Assurance (ESQ)
S. Kemmann

Process Management (PM) Dr. J. Heidrich

Measurement, Prediction & Empiricism (MPE)
Dr. A. Jedlitschka

Process Compliance & Improvement (PCl)
R. van Lengen

Information Systems (IS) Dr. J. Dorr

Information Systems Development (ISD)
Dr. Marcus Trapp

Information Systems Quality Assurance (ISQ)
M. Eisenbarth
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The Fraunhofer Institute for Experimental Software
Engineering IESE

The Fraunhofer Institute for Experimental Software Engineer-
ing (IESE) develops innovative constructive and analytical
processes for the development of dependable software to

be used for controlling technical products and processes as
well as business processes. These processes are successfully
introduced in companies from all branches of industry to in-
crease quality and decrease costs, thus adding business value.
Currently, many diverse collaborations exist with companies
from the product industries “ Automotive and Transportation
Systems”, “Automation and Plant Engineering”, and “Medical
Devices” as well as from the IT and service industries “Finan-
cial Service Providers”, “ERP and Software Producers”, and
“Telecommunication” (Information Systems), “eGovernment”,
and “Health Care”. Fraunhofer [ESE supports companies from
all branches of industry in their efforts to achieve “innovation
with dependable software”!

Business Areas and Departments

The business areas of Fraunhofer IESE are found in industries
with a focus on software in products and on software in IT
and service industries. Regarding software in products, the fol-
lowing business areas are addressed:

®  Automotive and Transportation Systems

B Automation and Plant Engineering

B Medical Devices

Regarding software in IT and service industries, the following

business areas are covered:

® Information Systems, especially Financial Service Providers,
ERP and Software Producers, Telecommunication

B eGovernment

m  Health Care

Each of these two sectors is led by a Business Area Manager,
who is responsible for acquiring new customers.

Fraunhofer IESE has organized its competencies into three

divisions. Two divisions are home to the competencies for de-

veloping embedded systems with a focus on functional safety,

reliability, and availability, and for developing information sys-

tems with a focus on usability and security.

B Embedded Systems division with the departments for De-
velopment and Quality Assurance

®m  Information Systems division with the departments for De-
velopment and Quality Assurance

In addition, the third division deals with the interdisciplinary

competencies of measurement and process improvement:

B Process Management division with the departments for
Measurement, Prediction, and Empiricism and for Process
Compliance and Improvement

These interdisciplinary competencies are necessary in order to
firmly entrench processes for the development of embedded
systems and information systems in an organization.

New competence areas are built up in so-called Living Labs,
where research takes place concomitant with business model
development. Examples of these areas are Ambient Assisted
Living or Energy Management.

Fraunhofer IESE receives guidance and counsel from an advi-
sory board consisting of international experts from science and
business. For many years, Fraunhofer IESE has been successful
on the market. The level of acquisition of third-party funds is
on a consistently high level, between 70 and 80%.
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Meeting of the Advisory Board on 8 November 2012

THE ADVISORY BOARD

The Advisory Board consists of representatives of research, industry, and government. The board members

support the Institute Directors with advice and counsel. (Chairman: Prof. Dr. Ernst Denert, Vice-Chairman:

Prof. Dr. Jirgen Nehmer)

Research

Prof. Dr. Victor Basili

Institute for Advanced Compu-
ter Science

Department of Computer Science
University of Maryland

USA

Prof. Dr. Manfred Broy
Institute for Computer Science
Technische Universitat Minchen

Prof. Dr. Helmut Krcmar

Chair for Information Systems
Computer Science Department
Technische Universitat Minchen

Prof. Dr. Jirgen Nehmer
Vice-Chairman of the Advisory
Board

Department of Computer Science
University of Kaiserslautern

Prof. Dr. Helmut Schmidt
President
University of Kaiserslautern

Prof. Dr. Mary Shaw
Department of Computer Science
Carnegie Mellon University
Pittsburgh, PA

USA
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Industry

Dr. Reinhold E. Achatz

Head of Corporate Technology,
Innovation & Quality
ThyssenKrupp AG

Essen

Dr. Klaus Grimm

Director Software Technology
Daimler AG

Sindelfingen

Harald Hénninger
Head of Development
Research and Advance
Engineering
Robert-Bosch GmbH
Schwieberdingen

Dr. Martin Verlage
Vice Executive Director
vwd group Technology
Frankfurt

Government

Dr. Erasmus Landvogt
Regierungsdirektor, IT Systems
Federal Ministry of Education
and Research (BMBF)

Bonn

Stefanie Nauel
Regierungsratin

Ministry of Economic Affairs,
Climate Protection, Energy and
Regional Planning, Land Rhein-
land-Pfalz

Dr. Achim Weber

Director, “International and
European Research, Knowledge

and Technology Transfer”
Ministry of Education, Science,
Youth and Culture, Land Rhein-
land-Pfalz

Mainz

Private Members

Prof. Dr. Ernst Denert

Chairman of the Advisory Board
Former Chairman of the Board
IVU Traffic Technologies AG
Grinwald

Dr. Hans-Ulrich Wiese

Former member of the Executive
Board of Fraunhofer-Gesell-
schafte. V.

Grafelfing
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| Public Projects
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BUSINESS AREAS

The successful implementation of research results in innovative products requires building a
solid bridge between technology-oriented researchers and product-oriented companies. Bridg-
ing this gap in the best possible way is the task of the business areas of Fraunhofer IESE. Stan-
dards, financial constraints and time restrictions, number of items produced, and many other
impact factors differentiate areas of application that at first glance appear similar to those not
familiar with these topics. Automobiles, a mass product, are produced in much greater quanti-
ties than, for instance, airplanes — which are an investment asset. In both cases, we are dealing
with transportation systems, but the differences between them have far-reaching consequences
regarding the suitability of methods and techniques in software and systems engineering. Busi-
ness area managers have the broad view necessary to assess research results in terms of their
use in specific application areas and to combine them in the best possible ways. Fraunhofer
IESE is currently setting its focus on business areas that are important for both technical and
business application areas.

Automotive and Transportation Systems 46
Automation and Plant Engineering 48
Medical Devices 50
Information Systems 52
eGovernment 54
Health Care 56
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Software Technology for a World in Motion

Modern technologies for reducing consumption and increasing safety and comfort cannot be
realized without electronics and software. The business area “Automotive and Transportation
Systems” bundles the offers of Fraunhofer IESE particularly for users and manufacturers in the
areas of automotive and rail vehicle manufacturing, aerospace, as well as commercial vehicles
of all kinds. The term automotive software engineering comprises processes, techniques, meth-
ods, and tools adapted specifically to the requirements of vehicle technology.

The services of Fraunhofer IESE address development activities throughout the entire lifecycle,
starting from automobile-specific process models on the basis of established standards (ISO/IEC
12207, 1SO 26262) and the use of maturity level models (ISO/IEC 15504, Automotive SPICE,
CMMI). Product planning is supported through software product line engineering and architec-
ture standards (keyword: AUTOSAR), which take into account possible variants as well as tech-
nology and market requirements.

Special tasks such as configuration of a tool chain, integration of security and safety, or assess-
ment of software product qualities (ISO/IEC 25000) are issues solved by Fraunhofer IESE, as are
evaluation of innovative technologies in prototypes or systematic technology transfer for indi-
vidual process steps.

Customer Benefits:

B Provable process and product qualities

m  Adherence to safety and quality requirements

m  Cost-efficient management of many product variants
B Competitive development productivity



Competence in Software and Systems Engineering, Vertical Integration

Current and future systems are increasingly interconnected. The vertical integration from the

IT system to the vehicle places high requirements on safety and reliability - a challenge that the

software engineers of Fraunhofer IESE eagerly embrace.

SOFTWARE DEVELOPMENT

Requirements Management
We help you to structure even complex specifications and to ensure trace-

ability in the process with tools such as DOORS™.

Requirements Analysis, Specification-based Quality
Assurance
We support you in developing high-quality requirements and specification

documents and in mastering especially non-functional requirements.

Software Product Lines
We assist you in adapting software architectures to efficient reuse while

taking advantage of cost- and quality-relevant effects.

Component Design
With our support, you can use efficient modern architectures and modeling
languages such as Matlab® and develop runtime- or memory-critical appli-

cations without any problem.

SOFTWARE QUALITY MANAGEMENT

Process Assessments
We accompany you in planning and using data-based improvement pro-

grams on the basis of CMMiL and Automotive SPICE.

Software Architecture Evaluation and Restructuring
We support you in evaluating and restructuring your software architecture,
taking into account special constraints such as runtime behavior or memo-

ry requirements.

Checking Techniques for Requirements, Design and Code
Software can already be checked before tested semi-automatically by using
either appropriate models or performing structured reviews. We show you

how to do this.

Software Measurement Systems
We make software quality measurable with systematically derived metrics -

which means benefits for you.

Testing and Test Automation
Many tests can be automated and repeated. We support you in selecting

and using appropriate methods, such as model-based testing.

Software Simulation
Testing a subsystem early in terms of its interfaces can be done via virtual

integration and simulation.

Security Analyses
We perform thorough security analyes of your systems and help you to

avoid vulnerabilities.
Safety Analyses

We design and support analyses for systems that must comply with de-
fined requirements, e.g., in accordance with ISO /IEC 61508 or ISO 26262.
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Modern Software Development

Decentralized and intelligent control systems, modular plants, small lot sizes, individual manu-
facturing according to customers’ wishes, extensive variation management — the increasing
ubiquity of PCs and wireless data transfer are just some of the trends in automation and plant
engineering. Classical hardware tasks are increasingly taken over by software, partly for reasons
of efficiency and costs, partly due to the necessarily higher complexity, which leaves no other
choice than to shift functionality from hardware to software.

It goes without saying that quality must continue to be ensured in this transition: The high
standards that have existed for decades in terms of the quality of machines, plants, and au-
tomation technology must also apply to software. Only if software is developed according to
comparable, engineering-style principles can it conform to the high expectations of the plant
engineering and automation industries.

Fraunhofer IESE as one of the worldwide leading research institutions in the area of software
and systems engineering offers customers and research partners its expertise in the entire range
of modern engineering-style software development. From embedded systems to interactive
systems — Fraunhofer IESE studies, develops, and adapts software development processes, mea-
surement methods, test procedures, and algorithms in order to realize innovative products for
and with its customers.

Customer Benefits:

B Modern, engineering-style software development
m  Adherence to safety and quality requirements

m  Controllable complexity and measurable quality



Competence in Software and Systems Engineering

Software engineering means developing software in an engineering-style, systematic manner in accordance with established or stan-

dardized processes and procedures. It allows measuring the quality of software and proving adherence to requirements, such as those

regarding the safety and reliability of software-supported plants. Fraunhofer IESE offers the methodological competence, the creativ-

ity, and the spirit of research needed to develop modern concepts and innovative products with the help of software engineering.

SOFTWARE DEVELOPMENT

Our software and system construction offers you a variety of solutions that
are easy to integrate and that will help you to ensure the required qualities

during development already.

Software Product Lines

The product line approach PuLSE®, for instance, helps you to reduce un-
necessary complexity in variant-rich systems, to make strategic use of reuse
potentials, and thus to avoid expenses. Specific variants address special
customer wishes — the challenge posed by the increasing complexity of
your product world is met by Fraunhofer IESE with variation management

processes.

Requirements Management

Incremental requirements engineering means you can be sure that require-
ments on new hardware and software versions will be elicited and assessed
completely, in order to balance user requirements and company goals with

the lowest possible change effort.

Usability Engineering

Professional usability engineering measurably increases the satisfaction of
the users of your hardware and software by ensuring that the structure
and design of user interfaces are oriented towards their requirements,
tasks, and wishes. Fraunhofer IESE considers usability and user experience

as a precisely specifiable construction goal.

Model-based Development

Continuously model-driven development with SySML or UML allows con-
trolling complex systems with the help of view creation, automatic analy-
ses, and code generation. We assess and restructure complex software and
system architectures for you, taking into account non-functional character-

istics as well.

SOFTWARE QUALITY MANAGEMENT

Test Automation
Continuous, especially automated testing in conjunction with systematic
inspections optimizes quality assurance in the software development pro-

cess and allows saving costs thanks to early elimination of defects.

Software Process Improvement

The range of services offered by Fraunhofer IESE also includes systematic
SWOT analyses and evaluations of your development processes, proofs of
process conformance, well-grounded safety analyses, as well as support in
increasing your process maturity (CMMI, SPICE). We plan and implement

improvement measures for you.

Software Measurement Systems

Through the use of defined metrics, which we derive in a systematic man-

ner adapted to your demands, quality aspects can be expressed in concrete
statements. Furthermore, we develop customer-specific software measure-

ment systems and [T-Business Alignment measurement processes.
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Software-based Systems for Health and Quality of Life

The domain of medical devices faces particular challenges: The market demands innovative
products in less and less time, which constantly increases the complexity and networking of the
systems. Yet, absolute reliability and safety of the systems and the (embedded) software are
required. There is hardly any other area of our daily lives where computer technology is so close
to humans, and consequently, mistakes can have very serious effects.

Our software and systems engineering approach supports you all the way from the elicitation
of requirements on the medical device to validation. Together with our customers, we develop
innovative solutions for software development that efficiently fulfill the requirements of IEC
62304, DIN EN 60601-1-4, and ISO 12207, and provide assistance in systematically implement-
ing them in daily practice. We integrate future-oriented methods and techniques that ensure
quality requirements (e.g., in accordance with ISO/IEC25000 efficiently and economically.
Safety is the top priority in this respect. We use new methods to support you in performing
risk management according to ISO 14971 for software, and to use techniques such as Failure
Mode and Effects Analyses (FMEA) and Fault Tree Analyses (FTA) for analyzing software safety.
Custom-tailored quality management approaches (e.g., similar to ISO 13485) are defined as
supporting processes.

Customer Benefits:

m Higher safety of the software and thus of the medical devices
m  More efficient development and faster time to market

B Reduction of the development and quality assurance costs

B Measurable quality
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Competence in Software and Systems Engineering

Fraunhofer IESE provides support for manufacturers of medical devices during all phases of software and system development.

SOFTWARE DEVELOPMENT

Requirements Management
We support you in eliciting requirements and in developing suitable re-

quirements specifications as well as in managing the requirements.

Usability Engineering

With our expertise, we support you in ensuring that usability is considered
during development, and in integrating it into the software and systems
lifecycle IAW EN 60601-1-6 and 62366).

System and Software Architectures

The specification and implementation of future-oriented architectures is
one of our core competencies. This also includes the evaluation and re-
structuring of your existing software architecture, taking into account spe-

cial constraints such as runtime behavior or memory requirements.

Software Product Lines and Reuse
We support you in defining and introducing the idea of software product

lines, and in defining suitable and safe reuse concepts.

SOFTWARE QUALITY MANAGEMENT

Risk Management

The team of Fraunhofer IESE supports you in the standard-compliant imple-
mentation of ISO 14971 requirements by defining and implementing a risk
management process for software that is adapted to your context and the

corresponding documentation.

Safety Analyses
We help you to select and use adapted techniques such as FMEA, FTA, or
introduce modern processes such as component fault trees in your organi-

zation.

Development Processes

We support you in the standard-compliant definition (e.g., IEC 62304, ISO
12207, V-Modell), structuring, documentation, and implementation of de-
velopment processes and in the selection of methods, tools, and tech-

niques that are suitable for passing certification procedures.

Static Quality Checking Techniques
Together with you, we define appropriate and innovative processes for veri-

fication in parallel to development.

Model-based Testing and Test Automation
We support you in the design and introduction of model-based testing
techniques for embedded software, focusing in particular on test automa-

tion aspects.

Quality Management

We support you in defining, structuring, and establishing a standard-com-
pliant quality management system for your software development in the
style of standards such as I1SO 9000-3 or ISO 13485, or the FDA Quality
System.

Software Measurement Systems
Through the use of defined metrics, which we derive in a systematic man-
ner adapted to your demands, quality aspects can be expressed in concrete

statements.
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Software in the Age of Information

Information systems permeate our daily lives in many areas. Especially in the areas of eCom-
merce and eBusiness, we carry out many everyday tasks using online shops, auction platforms,
or online banking systems. Company-internal information systems, in particular, such as ERP,
CRM, accounting and billing systems support and automate business processes and thus per-
form millions of transactions each day.

Neither operators nor users pay much attention to the technology of these highly complex soft-
ware-based systems and their multiple interactions, and yet, modern business life is simply in-
conceivable without functional, secure, and user-friendly software operating in the background.
Using existing potential to increase efficiency and quality in the development and operation

of information systems helps to optimize business processes in a sustainable and cost-efficient
manner. Mobile services and applications as part of multi-channel strategies are an important
means for making information available to customers and users independent of place and time
and provide optimal and reliable support for their actions and decisions, which leads to a sig-
nificant increase in flexibility and agility.

The services offered by Fraunhofer IESE range from development activities for large, heteroge-
neous, distributed information systems via classical applications to mobile applications. This also
comprises the design of systems on the level of coarse-grained and fine-grained requirements,
taking into account non-functional requirements, usage designs that integrate business and
user goals, User Experience design and (service-oriented) software architectures. Agile principles
as well as innovative and proven state-of-the-art methods are also used here to increase the
benefits for you as a customer. In quality management, Fraunhofer IESE is your competent and
reliable partner for process management and optimization, governance and compliance topics,
and the management of organizations and projects via key performance indicators (KPI) rang-
ing from the strategic to the operational level. Here, too, we systematically integrate best prac-
tices from the area of agile methods with best practices from proven standards such as CMMI®,
V-Modell® XT, SPICE, and ITIL. Goal-oriented quality assurance through integrated inspections
and testing as well as IT security audits and the definition of security concepts round off our
portfolio of services.

Customer Benefits:

B Provable product quality in all important aspects starting from the design phase already
B Competitive productivity for software and application development

B Optimized, controllable, agile, and risk-minimizing IT and software processes

m  Controllable complexity of systems and applications
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Competence in Software and Systems Engineering

Consistent and economical processes characterize the work of our institute, which transfers state-of-the-art validated scientific

results in combination with best practices into industrial practice — information systems and processes in top quality, ready for

the future.

INFORMATION SYSTEMS DEVELOPMENT

Requirements Specification and Management. In every other failed
software project, some of the reasons for the failure can usually be found
in the requirements. We support you in eliciting and specifying require-
ments on the basis of our proven approach Satisfy. This guarantees trace-
ability and minimalist documentation of the necessary requirements deci-
sions. In addition, functional as well as non-functional requirements are

taken into account.

User eXperience. Today, good usability of information systems alone is
no longer enough for achieving success among users. With our proven
approach UXelerate, we support you, on the one hand, in evaluating ex-
isting systems and improving them based on such an analysis. On the
other hand, we help you to develop information systems in such a way

that the users have a positive User Experience.

Architecture-Centric Engineering. The architecture of your information
system is the key to mastering complexity and to efficiently fulfilling
many requirements. This is especially true for quality requirements and
technical constraints. With our successful approach ACES we support you
in defining and evaluating architectures even for complex information

systems.

Business Goes Mobile. Multi-channel strategies and mobile services are
becoming more and more important. We develop prototypes for mobile
devices to help you make decisions and use these as a basis for develop-
ing an entire app. We are your competent partner for your mobile prod-
uct and service strategy and for the selection of an adequate mobile soft-

ware platform and development environment. Go mobile!

Variation Management. Complexity is often the result of a great multi-
tude of variants and customer-specific configurations of software prod-
ucts. With our successful PULSE™ approach, we support you in establish-

ing, developing, and managing software variants.

SOFTWARE QUALITY MANAGEMENT

Process Management. Processes constitute a success factor for the quali-
ty of software. Based on a process analysis, we detect strengths and weak-
nesses in your processes so that improvement potentials and established
best practices can be recognized. Actions for improving your processes
can be defined systematically and can be implemented later on, which will

increase the efficiency and quality of your processes in the long run.

Measurement, Key Performance Indicators, and Prediction Models.
Transparency from the strategic to the operative level is an important fac-
tor for successful organizational control. We work with you on designing
customized KPI systems that improve transparency and controllability —

and enable you to predict certain attributes such as quality.

Effort Estimation and Benchmarking. We support you in estimating
the effort required for your software projects, in identifying effort drivers,
and in performing productivity benchmarking of projects. To do so, we
use our proven CoBRA® method, which combines expert knowledge with
measurement data and supports you in recognizing and controlling risks

in a project early on.

Integrated Testing and Inspections. We help you to focus and reduce
your testing efforts by coordinating testing activities with constructive ac-
tivities such as requirements analysis. In addition, early quality assurance
measures such as inspections provide important information on how to
focus testing activities. We also support you in deriving test cases from

requirements.

Security Audits and Security Concepts. Security standards such as PCl-
DSS or [EC15408 keep coming up with ever new requirements on sys-
tems and development. Security gaps must be avoided, since they result
in a loss of trust and can negatively affect a company’s business success.
We define security concepts and evaluate systems and concepts in terms

of relevant security requirements.
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eGovernment Solutions for Public Sector and Business

The public sector with its more than four million employees represents one of the largest “busi-
ness sectors” in Germany. It has to balance regulatory constraints, economic feasibility, and
quality of service for its customers. Whether new IT solutions meet with success depends most
of all on how well the public sector, business, government, and IT collaborate.

Whereas during the early years of eGovernment, the citizen as a customer of the public sector
was the main focus of developments, recent years have seen a growing shift of this focus to-
wards the interface between the public sector and business. This is where the highest gains in
efficiency are expected.

ROI analyses performed prior to implementation projects ensure a project’s return on invest-
ment. Using systematic and integrated requirements management and involving all stakehold-
ers early on creates the prerequisites for high acceptance of a system. The adaption of the pro-
cess model V-Modell® XT to a development organization and support for a standard-compliant
process ensure that projects are performed efficiently. Service-oriented, standards-based archi-
tectures allow the integration of legacy systems and guarantee reuse and interoperability.

Customer Benefits:

B Needs-oriented and secure software systems

B Implementation of eGovernment strategies on the basis of empirically determined priorities
B Asset protection through future-proof, interoperable technologies

B Transparent design and development decisions
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Competencies in Software and Systems Engineering

Fraunhofer IESE assists partners from all levels of government and public institutions on their way to becoming a high-perfor-
mance service provider for business and citizens. It provides advice to the public sector and to businesses on how to optimize
their joint business processes, focusing on proving the benefits for the user. Concentrating on selected business sectors allows
responding to their specific requirements and bundling online services in a way that is appropriate for each sector. A wide range
of services provides support in planning and realizing needs- and future-oriented eGovernment solutions.
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Software Technology for Innovative Health Care

Our health care system is currently undergoing dramatic changes. The demographic develop-
ment, the scarcity of public funding concomitant with the increasing demand for health ser-
vices, a rapidly developing information and communication technology, and last but not least,
regulatory requirements stipulated by law create challenges for the system on various levels.

The use of information technology in the health care sector aims at digitally linking all stake-
holders and processes in health care. This includes both software-based applications and the
process workflows supported by them.

Modern information systems effectively support automated data elicitation and communication
processes and thus make a major contribution to improving quality and increasing efficiency in
health care.

Fraunhofer IESE provides support to all stakeholders in the health care sector when it comes
to developing and testing software-based innovations. The institute assists its customers from
the health care domain in developing complex information systems as well as in implementing
domain-specific requirements on modern process management.

Customer Benefits:

®  User-oriented software systems

m  Controllable complexity and variants

B Provable safety and quality requirements
m  Provable process and product quality



Competence in Software and Systems Engineering

The development and quality assurance of software using established methods and standardized software engineering processes

form the basis for innovative software systems in health care.

SOFTWARE DEVELOPMENT

Requirements Analysis and Management

We support you in developing high-quality requirements and specification
documents. The renowned requirements approach Fraunhofer TORE guar-
antees that you will get traceability, already integrated usability, and mini-

mal documentation of the necessary requirements decisions.

Usability and User Experience

We optimize the usability of your systems already during development or
detect weak spots in the finished product. Using our proven methods, we
collaborate with you on developing systems that not only provide support
for the user, but also deliver a positive User Experience. This is beneficial for
the user, but has also been proven to further the business goals of your or-

ganization, and thus will contribute to long-term business success.

Architecture-Centric Engineering

With our successful Fraunhofer ACES approach, we support you in defin-
ing and evaluating architectures for complex information systems. The iter-
ative, scenario-based procedure allows you to master the complexity of ar-
chitecture definition and migration and to make reliable predictions

regarding critical system properties early on.

Software Product Lines

With our PuLSE® approach, we support you in defining and introducing the
concept of software product lines and in defining suitable and safe reuse
concepts. PULSE® helps you to reduce the unnecessary complexity of sys-
tems with many variants, make strategic use of reuse potentials, and thus

avoid excess costs.

SOFTWARE QUALITY MANAGEMENT

Checking Techniques for Requirements, Design, Code
We enable early quality assurance for your documents in the software de-
velopment cycle through the use of the Fraunhofer tool DETECT in order to

avoid cost-intensive rework in a later development phase.

Quality Management

We support you in defining, structuring, and establishing a standard-com-
pliant quality management system for your software development in the
style of standards such as I1SO 9000-3 or ISO 13485 or the FDA Quality Sys-

tem.

Safety Concepts

We support you in determining your safety requirements in terms of perti-
nent guidelines and standards and define infrastructure and software con-
cepts together with you, or assess existing systems and concepts in terms

of the relevant safety requirements and standard compliance.

Improvement Programs based on Measurement Data
In cooperation with you we determine the potential need for optimization
in your development processes on the basis of empirical findings. This
makes it possible to capture and assess even such aspects as method effi-

ciency and acceptance, which are otherwise hard to specify quantitatively.
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DEPARTMENTS

The divisions and departments of Fraunhofer IESE are the central pillars on which the institute’s
research topics are based. One division combines work on Embedded Systems, while another
one encompasses activities in the area of Information Systems. For many industry partners, in
particular, this structure makes it easy to find an ideal match with the structure of Fraunhofer
IESE. Since Embedded Systems and Information Systems are merging into Cyber-Physical Sys-
tems and whole areas of our lives are experiencing comprehensive “computerization” in the
sense of “Smart Ecosystems”, we must also increasingly deal with cross-cutting issues. This is
where processes are of crucial importance, the area of research of our Process Management
division.

The divisions Embedded Systems and Information Systems are each divided into two depart-
ments focusing on development methodology on the one hand and quality assurance on the
other hand. This division corresponds to the structures found in industry and therefore facili-
tates direct bilateral collaboration. The division Process Management is divided into a depart-
ment focusing on processes and another department focusing on measurement. This structure
reflects the importance of suitable process contents on the one hand and their quantitative
monitoring on the other hand.

DIVISION EMBEDDED SYSTEMS 61
Embedded Systems Development (ESD) 62
Embedded Systems Quality Assurance (ESQ) 63
DIVISION PROCESS MANAGEMENT 65
Measurement, Prediction and Empiricism (MPE) 66
Process Compliance and Improvement (PCI) 67
DIVISION INFORMATION SYSTEMS 69
Information Systems Development (ISD) 70
Information Systems Quality Assurance (ISQ) 71
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DIVISION
EMBEDDED SYSTEMS

Hidden in transportation systems, medical devices, consumer goods, and almost all other tech-
nical products, embedded systems are performing essential tasks that make our daily lives safer
and more comfortable. Every year, more than three billion embedded components and devices
are manufactured, incorporating 98% percent of all microprocessors built. Embedded systems
are omnipresent, and our modern economy and society would be unable to survive without
them.

The requirements on the reliability and functional safety of such systems are correspondingly
high. Failures can rarely be tolerated — particularly when such failures might jeopardize people
or the environment. At the same time, the complexity of these systems is increasing ever faster.
They are tightly interconnected, developed in a distributed manner, and have to fulfill numer-
ous, sometimes contradictory, functional and non-functional requirements.

In order to meet these challenges, the division “Embedded Systems” focuses on innovative

methods and techniques for developing highly reliable and safe systems in a cost-efficient man-

ner.

Division Head

Dr. Mario Trapp
Phone +49 631 6800-2272
Fax +49 631 6800-9 2272

mario.trapp@iese.fraunhofer.de

Dr. Mario Trapp

Example Projects:

DENSO p. 74
John Deere: TIA p. 76
CESAR p. 78
Bundeswehr p. 80
Cyber-Physical Systems p. 82
ARAMIS p. 88
Smart Farming p. 102

SW Archit. Seminars  p. 104
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Department Head

Dr. Martin Becker
Phone +49 631 6800-2246
Fax +49 631 6800-9 2246

martin.becker@iese.fraunhofer.de

Dr. Martin Becker
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EMBEDDED SYSTEMS DEVELOPMENT (ESD)

In order to be able to develop such highly reliable and safe systems in a cost-efficient manner,
development must focus on system quality right from the outset. This means that efficient
support is needed for the developers to allow them to keep track of everything, despite rap-
idly increasing system complexity, and to make the right decisions based upon facts. The ESD
department supports its customers during the entire development cycle from requirements to
implementation.

B Model-based Development
If we want to model not only software, but entire systems including the relevant non-func-
tional properties, “off-the-shelf” products often do not suffice. When it comes to selecting,
adapting, and combining suitable languages and tools, the experts of Fraunhofer IESE will
provide comprehensive support for model-based development.

®  Architecture Development
The system architecture influences quality and development costs across system genera-
tions. Systematic processes in combination with automated, tool-supported architecture
analyses and simulations make it possible to assess existing architectures and to identify and
assess possible architecture variants early on. Architecture faults can thus be avoided proac-
tively already during development.

B Variation Management
Embedded systems are often not single products, but rather product families. They must
be extensible and changeable throughout their lifetime. The strategic planning of system
variants and modifications enables reuse rates of over 90%. Thus, system quality increases
while costs and development times decrease. The ESD department supports its customers
with efficient methods for variation management — from the initial potentials analysis to the
introduction of customized solutions in the organization.



EMBEDDED SYSTEMS QUALITY ASSURANCE (ESQ)

To ensure product quality, a major portion of the development costs is invested into quality
assurance. Complex systems, in particular, call for efficient methods that make high quality
requirements achievable and reduce quality assurance costs at the same time. The ESQ depart-
ment offers its customers cost-efficient methods that allow determining a system’s quality ef-
fectively and verifiably.

m Safety Engineering
Fraunhofer IESE is one of the leading institutions in the area of functional safety. Our spec-
trum of services ranges from the introduction and implementation of all safety activities
via hazard and risk analyses to safety cases. Process efficiency is particularly important in
the development of software-intensive systems. By using innovative and largely automated
processes, the IESE safety experts support their customers in developing even highly safety-
critical systems efficiently.

B Model-based Testing
Important keys to reducing costs include early performance and automation through tests.
The test experts of IESE support their customers in performing model-based tests that em-
ploy automatically generated test cases to check the system already during early develop-
ment phases. This saves not only costs and time, but also makes it possible to quantify the
system’s quality and thus make quality statements that stand up to scrutiny.

m  Static Analyses

Efficient quality assurance is characterized by the fact that products are not only tested, but

also checked with the help of static analyses. On the one hand, this means manual inspec-
tions; on the other hand, it implies automatic checking of source code or models. The ESQ
department develops innovative, cost-efficient procedures and supports its customers in
performing static analyses effectively.

Department Head

Soren Kemmann
Phone +49 631 6800-2218
Fax +49 631 6800-9 2218

soeren.kemmann@iese.fraunhofer.de

Séren Kemmann
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DIVISION

PROCESS MANAGEMENT

Processes are the core of software and systems engineering. They are an important prerequisite
for managing large software and IT projects and expedite the successful realization of software
innovations. High product quality is the result of high-quality processes.

Mastering and improving processes is a great challenge. In order to achieve positive effects on
products and business goals, processes must be goal-oriented, efficient, and verifiable, and
must be based on solid experience. We support organizations in implementing domain-specific
requirements on modern process management and in evaluating software-based innovations.

Goal-oriented measurement processes, customized process techniques, advanced prediction
techniques, and technology evaluations are key parts of our service portfolio. The primary goal
is to link processes and their intended effect. The benefit is a significant increase in the contri-
butions of software and IT to an organization’s business performance.

References

Ericsson uses the measurement approach GQM+Strategies® of Fraunhofer IESE to model the
goals and strategies of a software development unit in an integrated manner and to control

it with appropriate measurement systems. For this purpose, the approach was integrated into
the goal specification process and adapted to the needs of Ericsson. The adaptation of the ap-
proach led to a more accurate specification of the goals and to integrated alignment of the
goals and strategies on different levels of the organization. By systematically deriving an inte-
grated measurement system, significant improvements could be achieved in terms of monitor-
ing goal achievement and assessing the success or failure of a strategy. The transparent docu-
mentation of goals, strategies, and appropriate measurements also provided support for the
effective communication of goals and strategies within the organization.

Software systems in the space industry are subject to special quality requirements — in a col-
laboration project with the Japanese space agency JAXA, Fraunhofer IESE is working on the
definition of appropriate development processes. In addition, Fraunhofer IESE has produced a
customized process model (SETG) of the relevant European ECSS Standards for Software Devel-
opment and Software Management for the European Space Agency (ESA).

Division Head

Dr. Jens Heidrich

Phone +49 631 6800-2193

Fax +49 631 6800-9

jens.heidrich@iese.fraunh

Dr. Jens Heidrich

Example Projects:
Bundeswehr

Cyber-Physical Systems
Project Retrospectives

ONKOPTI
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proALPHA
Software-Cluster
Smart Farming
ECOPETROL
JAXA
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Department Head MEASUREMENT, PREDICTION AND EMPIRICISM (MPE)

Dr. Andreas Jedlitschka In order to develop software-intensive systems and services that fulfill all given requirements
Phone +49 631 6800-2260 and that are delivered on time and within budget, engineering-style processes are indispens-
Fax +49 631 6800-9 2260 able. This includes the definition and establishment of suitable measurement systems, mea-

andreas jedlitschka@iese. fraunhoferde  surement-based controlling and evaluation of products, processes, and techniques, as well as
systematic use of data for prognoses and process optimization. The practice-oriented work of

the department MPE focuses on the following core topics:

B Measurement and IT/Business Alignment
We develop measurement systems and bring transparency to the development so that pos-
sible problems can be identified early on, risks can be minimized, and the quality of prod-
ucts and processes can be improved with lasting effects. We use measurement techniques

to systematically align software and IT strategies with organizational goals and to achieve a

clear value orientation of an organization’s IT.

B Cost and Effort Estimation as well as Sizing

Dr. Andreas Jedlitschka We develop prognoses early on and determine the functional scope of software. This makes
it easier to assess offers and project costs and to avoid project risks.

B Quality Modeling and Defect Management
We develop customized quality models for evaluating software quality characteristics and
establish integrated defect management.
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PROCESS COMPLIANCE AND IMPROVEMENT (PCI)

Processes are the driving force in the value chain of modern organizations. However, benefits
can only be generated if processes are also accepted and lived. Thus, it is important to not only
create process handbooks, but also to monitor the implementation and evolution of processes
in daily practice. Furthermore, it must be possible to prove adherence to requirements on pro-
cesses that have been accepted as binding requirements. The focus of the department PCl is on
the following topics:

B Modeling, Documentation, Evolution, and Introduction of Processes
We support you in establishing lean, modifiable processes that are guaranteed to be com-
pliant with relevant standards.

B Process Analyses, Audits, Assessments, and Compliance Management
Adherence to standards such as Automotive Spice or ITIL is required in many areas. We sup-
port you by performing gap analyses, help you to prepare for audits and assessments, teach
special in-house training seminars, and assist you in fulfilling compliance requirements.

B Evidence-based Process Improvement
We offer you a simple starting point for reliably identifying improvement potential in your
processes and for continually optimizing your processes, with special emphasis on the eval-
uation of process performance and on the ROI of improvement measures.

Department Head

Rolf Hendrik van Lengen
Phone +49 631 6800-2103
Fax +49 631 6800-9 2103

rolf.van.lengen@iese.fraunhofer.de

Rolf Hendrik van Lengen
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DIVISION

INFORMATION SYSTEMS

Modern information systems and interactive systems are becoming ever more complex. Hype
topics such as service orientation or cloud computing as well as increasingly mature technolo-
gies including those in the area of mobile end devices further increase the complexity of these
systems. The challenges that our customers often face are the result of multi-dimensional proj-
ect settings with many stakeholders, interests, and systems as well as the complex workflows of
one or several networked companies. Other typical challenges include complex user interfaces,
ensuring and verifying required system qualities, and last but not least, the multitude of variants
and configurations of our customers’ systems.

The division Information Systems develops innovative methods and solutions for the develop-
ment of complex information systems and interactive systems. In order to offer an immediate
added value, we apply our methods directly during our customers’ product development and/
or transfer our methods and solutions to our customers. These include organizations that use
software solutions for their business processes, e.g., from the banking and insurance sector or
from the domain of medical IT systems, organizations from such areas as public administration
and defense, as well as software developing companies (both large corporations and SMEs).

Division Head

Dr. Jorg Dorr
Phone +49 631 6800-1601
Fax +49 631 6800-9 1601

joerg.doerr@iese.fraunhofer.de

Dr. J6rg Dérr

Example Projects:

DENSO p. 74
Cyber-Physical Systems p. 82
Joint R&D Lab p. 92
John Deere: Security p. 94
proALPHA p. 96
IBIS p. 98
Software-Cluster p. 100
Smart Farming p. 102
SW Archit. Seminars  p. 104
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Department Head

Dr. Marcus Trapp
Phone +49 631 6800-2186
Fax +49 631 6800-9 2186

marcus.trapp@iese.fraunhofer.de

Dr. Marcus Trapp
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INFORMATION SYSTEMS DEVELOPMENT (ISD)

We address challenges arising during development early and continuously with the help of

constructive, innovative development approaches and methods, from requirements elicitation

via architecture to design. Our strength lies in examining the non-functional (quality) require-

ments, which are hard to capture and often affect the entire system. Clearly defined software

development artifacts with clearly defined levels of abstraction allow focusing on what is really

important and interlink with both traditional and agile process models.

Requirements Engineering

With our renowned requirements approach Fraunhofer Satisfy, which is custom-tailored to
your reguirements, we integrate requirements engineering and constructive usability in the
context of modern information systems, addressing issues such as lean and agile develop-
ment, user-centered and innovative software, standard-compliant procurement (especially
in eGovernment), as well as organization-wide business process management (BPM). The
approach offers traceability throughout and minimal documentation of the necessary requi-
ements decisions, and hence adds value to a project right from the start.

User Experience for Business Applications

With our proven methods we support you in developing systems that not only support their
users, but also allow having a positive User Experience. This has been proven to contribute
to the achievement of your business goals.

Architecture-Centric Engineering

With our successful Fraunhofer ACES approach, we support you in defining and evaluating
architectures for complex information systems. The iterative, scenario-based process allows
you to master the complexity of architecture definition and migration and to make reliable
predictions regarding critical features of the system early on.

Product Line Engineering

Our successful approach Fraunhofer PULSE™ supports you in establishing, developing, and
managing a software product line as well as in analyzing and improving your already exist-
ing configuration infrastructure for variant-rich information systems.

Business Goes Mobile

With our approach GoMobile we help you to exactly identify those areas where a mobile
app makes sense as support for your business processes. We can also develop a prototype
that can be executed on various mobile devices to help you make your decisions.



INFORMATION SYSTEMS QUALITY ASSURANCE (I1SQ)

In addition to the constructive activities needed to achieve the required product quality, ef-

ficient and effective methods are needed for quality assurance. The department ISQ offers its

customers cost-efficient methods for validating the required system quality. One special focus is

on the quality of security, which is becoming increasingly important for networked information

systems.

Integrated Testing

Many projects expend more effort on testing activities than necessary. Fraunhofer IESE
focuses testing effort by aligning and integrating testing activities with preceding software
development activities such as requirements analysis, but also with inspections. Our support
includes training and technology transfer, evaluation of existing testing processes, support
during testing, and test case derivation.

Tool-supported Inspections

Defects that remain undetected until the testing phase cause unnecessary costs. Inspections
permit performing quality assurance of your documents early in the software develop-
ment cycle. We support our customers' inspectors by using the Fraunhofer tool DETECT

to perform efficient manual evaluation of your development documents. DETECT offers
suitable reading support, can be customized to individual quality features, and teaches the
inspectors expert knowledge. Last but not least, DETECT generates clearly structured defect
reports.

Security Audits and Definition of Security Concepts

Security gaps in IT systems can cause serious damages and the ensuing loss of trust can
negatively affect business success. We support our customers in determining their security
requirements regarding pertinent guidelines and standards. For our customers’ projects,

we define security concepts for infrastructure and software or perform tool-supported as-
sessments of existing systems and concepts in terms of relevant security requirements and
standard compliance.

Usage Control for Distributed Data

To protect private users or company-related information from data misuse, e.g., in the form
of identify theft, disclosure of strategic business data, and image loss due to privacy viola-
tions, simple forms of access control are no longer sufficient. Fraunhofer IESE therefore
relies on innovative mechanisms for data usage control. By using predefined policies for
data usage and modifications to the used and involved IT systems, it can be monitored and
ensured that the data can only be used in accordance with rules (so-called policies) that
have been specified by you.

Department Head

Michael Eisenbarth
Phone +49 631 6800-2181
Fax +49 631 6800-9 2181

michael.eisenbarth@iese.fraunhofer.de

Michael Eisenbarth
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A large number of third-party funded projects with industry for transferring innovative methods into practice and pub-
licly funded projects for establishing new competencies are characteristic of the application orientation of Fraunhofer
institutes. With all three of its divisions, Fraunhofer IESE has established itself as a strategic and dependable partner
both in public programs and in major industries.

In the public sector, Fraunhofer IESE plays a leading role in important major projects. In the area of Embedded Sys-
tems, these include the BMBF projects VIiERforES for the development of graphical metaphors for the visualization of
quality aspects of large software systems as well as ARAMIS for the development of demonstrably safe multi-core-
based software solutions. In the area of Information Systems, the Software-Cluster “Software Innovations for the
Digital Enterprise” aimed at the development of interoperable, adaptive, and secure software in support of business
processes is the main focus. In these public projects, we are also collaborating closely with industry partners. Beyond
that, the Fraunhofer-Gesellschaft is investing internal funds to establish competencies in the area of data security (At-
tract), while continuing its commitment in the areas of commercial vehicles (Innovation Cluster DNT) and acceleration
of know-how transfer from the University of Kaiserslautern to Fraunhofer IESE (Innovation Center Applied System
Modeling).

Direct industry projects exist with leading companies in Germany’s major industries. Examples include John Deere
GmbH & Co. KG in the commercial vehicle sector, DENSO GmbH in the automotive supply sector, or proALPHA Soft-
ware AG in the software product sector. Projects with small and medium-sized enterprises (such as Insiders Technolo-
gies GmbH) are another focal point of our work. Our commitments abroad are steadily growing as well (e.g., JAXA in
Japan, ECOPETROL S.A. in Colombia, or Murex S.A.S. in Brazil). A special focus is on collaboration projects in Brazil in
the area of medical devices as well as on collaboration projects in Australia in the area of logistics.

DENSO: Control as a Service — How Suitable are the Technologies of Today for the Car of Tomorrow? 74
JOHN DEERE: Efficient TIA Safety 76
CESAR: Automatically Optimized Deployment of Software Functions to Flight Computers 78
BUNDESWEHR: Systems Engineering for the Multi-Role Combat Ship 180 80
Innovation Center Applied System Modeling: Cyber-Physical Systems 82
Project Retrospectives 84
ONKOPTI: Oncological Therapy Protocols on the Internet 86
ARAMIS: Process Configuration Framework 88
ICE-WISH: 15% Less Energy and Water Consumption through Innovative Information Technology 90
INSIDERS TECHNOLOGIES: Joint Research & Development Lab 92
JOHN DEERE: Secure Software Engineering for Embedded Systems 94
proALPHA: Test Process Improvement with Metrics 96
IBIS: Designing Intuitive Use with Image Schemata 98
SOFTWARE-CLUSTER: The Next Generation of Enterprise Software 100
Innovation Center Applied System Modeling: “Smart Farming” Living Lab 102
FRAUNHOFER ACADEMY: Software Architecture Seminars — Expert Knowledge from the Source 104
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DENSO: Control as a Service -
How Suitable are the Technologies of
Today for the Car of Tomorrow?

Contact The “Cloud” provides computing resources as a service over a network (e.g., the Internet). Us-
ing cloud services is common practice for users with web browsers on mobile devices such as

Dr. Jens Knodel smartphones and tablets and enables access to business applications or lifestyle applications.

Phone +49 631 6800-2168

Fax +49 631 6800-9 2168 But how suitable is cloud computing for other domains? Which role could it play for the next

computing platform for automotive control software? How suitable are today’s technologies
for enabling “Control as a Service” — real-time controlling of a car by cloud/virtualization tech-
niques through wireless communication? And last but not least, what might a system architec-
ture look like which would enable control as a service?

Delivering answers to these research questions is the goal of the collaboration between DENSO
CORPORATION (the major Japanese supplier for automotive components and solutions) and
Fraunhofer IESE. The feasibility study serves as preparation for the development of a proof-of-
concept prototype:

DENSO and Fraunhofer IESE have characterized the required (base) technologies and elicited

Dr. Jens Knodel important related functional and non-functional requirements for advanced use cases to
enable the scenario “Control as a Service”. Requirements have been captured using archi-
tecture scenarios.

Fraunhofer IESE has conducted technology surveys on cloud computing, wireless commu-
nication and protocols as well as relevant standardization efforts and research projects. The
survey provides an assessment of today’s technologies and their suitability for tomorrow’s
application scenario (i.e., Control as a Service). The elicited requirements served as evalu-
ation criteria for the assessment and the results provided insights into the extent to which
today’s technologies can serve the needs of tomorrow.

Based on the results, Fraunhofer IESE and DENSO designed the conceptual architecture de-

Collaboration Partner sign for “Control as a Service”. On the one hand, the architectural decisions made serve as
preparation for the proof-of-concept implementation. The prototype realizes the architec-

DENSO CORPORATION tural concepts and demonstrates the feasibility of Control as a Service. On the other hand,
the architecture provides a reference guide for future engineering of the system.

DENSO
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Applying the Fraunhofer IESE approach for designing architectures allows exercising control
over the inherent complexity of the system — in this case the cloud, the car, and their real-time
interactions. The architecture provides the necessary abstraction to realize the proof-of-con-
cept, separates the stakeholder concerns, and balances the technical constraints, the technol-
ogy impact, and the requirements.

“The collaboration with Fraunhofer IESE helped us to assess the new possibility of fu-
ture automotive control applications. Their professional competence has clarified the
feasibility of this novel concept, and their holistic methodology of architecture design
has brought it to the real world. We learned a lot from Fraunhofer IESE through fruit-
ful discussions and would like to continue our good relationship to enhance this study
for years to come.”

Dr. Masakazu Adachi, Technical Research, DENSO AUTOMOTIVE Deutschland GmbH

Conceptual architecture design
of the next computing platform
for automotive control software:
Left: conceptual building blocks
Right: system architecture struc-

ture (excerpt)

Further Reading:

Business Area Automotive and
Transportation Systems p. 46
Division Embedded Systems  p. 61

Division Information Systems p. 69
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JOHN DEERE:
Efficient TIA Safety

Contact

Daniel Schneider
Phone +49 631 6800-2187
Fax +49 631 6800-9 2187

Daniel Schneider

Collaboration Partner

John Deere

@ JOHN DEERE
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Safety in Open Systems

In recent years, a strong trend towards an opening of (embedded) systems could be observed
across a wide variety of application areas, which is very likely to further increase in the next few
years. Overall, development is moving towards open, distributed, heterogeneous, and adaptive
systems of systems, which is also underscored by certain paradigms gaining increasing impor-
tance, such as that of Cyber-Physical Systems.

In the agricultural sector, in particular, such tendencies have been observed for quite some time
already. Under the umbrella term “precision agriculture”, various sources of information, such
as device-specific sensors, GPS, and satellite images have long been combined with IT services
to optimize productivity and efficiency in all regards. In order to generate further benefits for
the customers, attempts have recently emerged to further increase the degree of automation
on the field — up to and including autonomous operation! A prominent example in this regard
is Tractor Implement Automation (TIA).

TIA allows an agricultural implement to control central parameters of a tractor, such as driving
speed, steering, or the tractive unit. This allows automating workflows and optimizing a mul-
titude of agricultural processes. Since in terms of technology, TIA is based on the standardized
data bus ISOBUS, the foundation exists for flexible coupling of agricultural implements from
different manufacturers and thus for offering the greatest possible benefit to the customer.
Such an “open” design of the system, however, would result in exorbitant costs, especially
due to the challenge of guaranteeing functional safety in all conceivable cases. Currently, John
Deere is examining every possible combination of tractor and implement separately in order to
guarantee the safety of that particular integrated system. Opening up in terms of a combina-
tion with any agricultural implement would, however, multiply the number of possible tractor-
implement combinations by orders of magnitude, which would also increase the costs for safe
development enormously. For this reason, the TIA technology is currently only available to se-
lected manufacturers of agricultural implements.

Efficient Safety Guarantees through Conditional Modular Certification
In the context of this project, the goal is to design an approach that is suitable for efficiently

guaranteeing the safety of modular and open TIA systems. For the core concept of the ap-
proach, Conditional Safety Certificates (ConSerts) were used. ConSerts offer safety-relevant
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The conditions of the modular

certificates refer to “Guarantee-

Demand” dependencies be-
tween implements in particular
and on the environment in gen-
eral. The check is performed at

Demand Guarantee
the time of integration.

Runtime

Check

guarantees dependent on corresponding requirements on the environment. This environment

includes, in particular, other interacting implements as well as information on the topology of

the terrain or the presence of people in the work area. At the time of integration, the ConSerts

of all participating systems are composed and evaluated in order to establish a valid certificate

of the current overall system. The applicability of this concept for a domain does, however, de-

pend on several factors, such as the standardization of the interfaces (as already given in part

by the ISOBUS), including the safety-related guarantees and requirements. For this purpose, the

TIA domain was analyzed in the project and a “Safety Domain Model” was sketched, which

allows the use of ConSerts. In addition, engineering approaches were designed that support

the development of such a domain model on the one hand and the conditional certification of

concrete systems on the other hand. Further Reading:
Business Area Automotive and

For 2013, a follow-up project is planned that will build on the lessons learned. Transportation Systems p. 46
Division Embedded Systems p. 61
Smart Farming Living Lab ~ p. 102
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Software regulates and controls a wide variety of aspects in avionics. Software components
realizing functions that have a direct impact on flight-relevant actuators such as elevator and
rudder are especially critical. Each of these functions must communicate with a multitude of
sensors and actuators in order to be able to fulfill its respective task.

The software components are executed by flight computers. The IMA (Integrated Modular Avi-
onics) platform ensures that several functions can be executed on the same hardware without
interfering with each other. In addition, the IMA guarantees adherence to time thresholds and
offers a standardized interface between software functions and the hardware.

During the deployment process, a decision is made as to which software component will be
executed on which flight computer. In this context, different aspects need to be taken into ac-
count:
Functions have different requirements regarding the necessary memory and the necessary
CPU time.
Functions must communicate with sensors and actuators. Allocating a function to a specific
computer means that the relevant sensors are connected to this computer.
A sufficient number of interfaces of each required type must be available on the computer
in order to establish the connection with the sensors and actuators.
Functions also communicate with other functions. If two functions are executed on differ-
ent computers, additional time for communication must be taken into account.
Furthermore, constraints must be considered as well; these are specifications stating that
certain functions must not be executed on a computer or only under certain conditions.
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In the context of this research project with Airbus Operations GmbH, an approach was devel- Several thousand software func-

oped for the model-based description of functions, computers, and constraints. Additionally, a tions make it possible to operate

process was developed that automatically distributes software functions to computers and opti-  an Airbus A380 safely.
mizes this distribution on the basis of defined specifications and criteria. For this purpose, an ILP
(Integer Linear Programming) optimizer was connected with a UML/SysML modeling tool.

This tool integration allows automatic transformation of the system model into an optimization
problem. Developers and engineers thus do not have to deal with the details of the linear equa-
tion systems that the ILP optimizer is working with. Instead, they can focus on the description
of the system. Deployment proposals are automatically calculated by the ILP optimizer from the
system model; the developers can see the effects of design decisions and can assess these early
on and correct any mistakes.

“The decomposition and allocation of system functions to the Airbus IMA platform is

tied to numerous additional conditions and dependencies due the complexity of our Collaboration Partner
systems, and is therefore very effort-intensive. The optimization tool prototype devel-

oped by us in collaboration with Fraunhofer IESE realizes concepts of a model-based Airbus Operations GmbH
specification with assessment methods and automated optimization.” www.airbus.com

Dietmar Sander, Airbus Operations GmbH, Hamburg

Further Reading:
Business Area Automotive and
Transportation Systems

Division Embedded Systems

p. 46
p. 61
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The multi-role combat ship (MRCS) 180 of the German Bundeswehr, whose planning began in
2011 with the development of a first requirements specification, is particularly characterized by
its high operational flexibility, which shall be achieved via the concept of mission modularity.
On the one hand, the description of the capabilities needed for this purpose and the derivation
of requirements and design specifications are strongly influenced by proven processes, regula-
tions, and technologies. On the other hand, innovations in various aspects shall be introduced
for the first time in the future MRCS 180 project. These include, among others:

Application of the V-Modell XT: This will be the first time where the V-Modell XT BW 1.3
shall be applied from the start to a complete ship development and construction project.
Compliance with the V-Modell is sought in all phases.

Requirements-driven procedure: From the determination of missing capabilities via the
definition of usage scenarios to the system requirements and component requirements,

the goal is to elicit, analyze, and specify a completely traceable requirements specification.
Requirements management compliant with V-Modell XT as well as problem and change
management shall be established right from the start.

Overall system modeling: The MRCS180 system (several marine units, various land support
facilities, the associated processes) shall be modeled in a solution- and manufacturer-neutral
way down to a level that allows making detailed technical specifications regarding functions
and qualities.

Compliance with the V-Modell XT

From the beginning, the MRCS180 project is applying the most recent version that is applicable
for the Bundeswehr (V-Modell XT 1.3 BW). The consistent application of the V-Modell will be
conducive to the transparency of the procedure and will allow potential contractors to prepare
accordingly.



Requirements-driven Procedure Frigate Mecklenburg-Vorpom-
mern

This will be the first time that the requirements on the MRCS180 system will be elicited in a © Bundeswehr/Winges

systematically traceable way and building upon one another. In a first analysis phase, a capabil-

ity profile was established, which shows the capability gap that the system is supposed to fill

and describes the main functional usage requirements. After the transition to a pilot project of

the new, amended Customer Product Management of the Bundeswehr, the functional require-

ments were elicited on the basis of the capability profile. Building on this, in the second analysis

phase a technical requirements specification will be developed that is systematically traceable to

the required functional properties and that will serve to develop the proposed solutions. In the

second analysis phase, requirements specifications and technical specifications that build upon

one another will be developed to allow examining the extent to which the proposed solutions

cover the capability and requirements catalog and to prepare support for the selection. The

elicitation, management, and quality assurance of the requirements will be supported by a suit-

able methodology provided by Fraunhofer IESE.

System Modeling

Several novel requirements entail major changes to the infrastructure and the ship layout. These
include, e.g., intensive usage (longer idle times during deployment and at sea) or a reduced
manning concept. The implementation of these requirements shall be supported by consistent
modeling oriented towards a newly created system perspective and using an industry-oriented
modeling language. In the project, the SysML language is being used together with a systems
engineering methodology of Fraunhofer IESE.

Further Reading:

Business Area Automotive and
Transportation Systems p. 46
Business Area Automation and
Plant Engineering p. 48
Division Embedded Systems p. 61

Division Process Management p. 65
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Nowadays, embedded systems perform their services as closed units. Frequently they are devel-
oped for precisely specified use cases as units consisting of hardware and software.

Future embedded systems, however, will be open and have interfaces with which they can
interconnect with other embedded systems. Such systems are called Cyber-Physical Systems.
Through their open interfaces, they participate in scenarios and offer new functions that could
not be foreseen yet during the development of the individual systems. This leads to entirely
new challenges regarding the development methods and tools used for these systems.

In the context of the Innovation Center Applied System Modeling, we are performing research
on new technologies for the development of future Cyber-Physical Systems in order to make
these as reliable and as safe as current systems. The topic areas we are working on include:

Simulation of communication systems: In this project, the simulation framework of
Fraunhofer IESE is being extended with components for the simulation of a wide variety of
communication systems. These play an important role in the development of Cyber-Physical
Systems, since communication systems have a significant impact on the reliability of com-
munication, on the security of the data transmission, and on the delay of the transmitted
data. In this context, we are also studying novel communication concepts specifically for
Cyber-Physical Systems.

Virtual prototypes: In addition to communication, the hardware platform of a system also
plays a great role. In this area, we are therefore studying different ways of executing soft-
ware on simulated hardware, addressing particularly early development steps where the
specifications are still incomplete and where no operating systems might be present yet.

This project is being funded by the
Fraunhofer-Gesellschaft and by the

State of Rhineland-Palatinate.
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m  SafeCar: In order to simplify the certification of safety-relevant systems, we are studying a Collaboration Partner
functional cage for software. In contrast to virtual machines, which protect host systems
from untrustworthy software, our cages monitor the function of the software and initiate University of
countermeasures as soon as an unsafe behavior is observed. Kaiserslautern

B SEAD: This sub-project focuses on agricultural aspects. The goal is to provide a platform and  www.tu-kl.de
the interfaces and context sources (such as weather information) needed for introduction to
the market that will dynamically offer services (by including farmers, manufacturers of agri-
cultural machinery, fertilizer and seed producers, as well as data providers) to optimize the
farmers’ work on the field (see page 102).

B Cloud Computing: In this topic area, we are studying Cloud technologies. Cyber-Physical
Systems will move various tasks to a Cloud, since sufficient computing time cannot always
be provided locally. This requires new concepts for safeguarding data security and ensuring
scalability of these systems.

B Go Mobile: Mobile devices will also play a significant role — either as a hardware platform
for Cyber-Physical Systems or as a user interface. In this topic area, we are studying novel
concepts for the development of graphical user interfaces and their scaling to various types
of end devices.

With the help of these different topic areas, we are performing research into a novel platform
for the development of safety-relevant Cyber-Physical Systems.

Further Reading:

Business Area Automotive and
Transportation Systems p. 46
Business Area Automation and
Plant Engineering p. 48
Business Area Medical Devices p. 50
Division Embedded Systems  p. 61
Division Process Management p. 65

Division Information Systems p. 69
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Situation

Although many projects are successful in terms of content, they fail when it comes to con-
straints such as budget, time, and required quality. Typical reasons for such failures are bad
communication, bad preparation, insufficient consideration of project risks, lack of resources,
ambiguous goals, and misunderstood roles.

A retrospective helps to systematically identify problems and potential, and to derive improve-
ment measures from the lessons learned. This will allow your company to save time and money
in current and future projects and to achieve the required quality in a more determined manner.

Every project, regardless of whether it is more or less successful, provides you with insights on
how to sustainably improve the processes followed by your team or your company in develop-
ing and delivering values for your customers. This is what we call Lessons Learned.

Systematically capturing lessons learned and implementing the derived improvement measures
in a sustainable manner is the basis for successful projects.

Retrospectives

For ten years, Fraunhofer IESE has been performing retrospectives in various domains for com-
panies and projects of various sizes. Our proven method has helped to develop solutions for
better communication structures between customer and contractor, for general project pro-
cesses and role definitions from the launch of a project to its conclusion, as well as for mutual
understanding.

Our retrospectives are done externally and are therefore objectively moderated work groups.

In the context of a retrospective, the project members explicitly study your project in order to
identify what went well and what should be improved next time. We use modern moderation
methods to support your team in deriving improvement measures for your company, starting
from the project history via success and failure stories to an objective analysis of the causes.



Retrospectives can be performed at any time. In the context of milestones or iterations, the

results (such as improved communication) can be implemented directly in the project. As an ad-
ditional benefit, retrospectives quite often have the positive side-effect of a team development
measure.

To identify the improvement potential of your future projects, we recommend concluding every
one of your projects with a retrospective. If you do this, your company will create the basis for
the establishment of a “Learning Organization”.

Result

Our retrospectives help you identify lessons learned from your projects and package them in
such a way that they can be used for the sustainable improvement of your current and future
projects. As the direct work result of a retrospective, you will get:

m |dentified lessons learned. We support your team in identifying effects and investigate the
causes. Together with your team we elicit what went well and what should be improved
next time. The results of this work form the basis for improving your ability to create quality
within a given budget and deliver it on time.

m  Derived action plans. Lessons learned are only as good as the change they are initiating.
With our support, your team will define work steps, assign responsibilities, and suggest a
schedule for implementing improvement measures. The coordinated action plans ensure
that the changes will actually be implemented. This helps to repeat success and avoid mis-
takes.

The retrospectives of Fraunhofer [ESE — the cost-efficient way to extract valuable lessons learned
from your projects. Lessons learned will sustainably increase the efficiency and effectiveness of
your projects.

Further Reading:

Division Process Management p. 65
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In medicine, the treatment of malignant tumors is called oncological therapy. The treatment
options include primarily the removal of the diseased and the surrounding tissue, radiation of
this tissue, as well as medication and/or supportive treatments. Depending on the patient’s gen-
eral health condition, these different therapies are also frequently combined with each other.

In the field of oncology, therapy protocols of original work, guidelines, instruction manuals,
collections of protocols, study groups, and conference proceedings are generally used for the
medicated treatment. It is extremely complex and time-consuming to update these and/or to
create completely new protocols. The implementation of continuous and numerous innovations
in the area of oncological therapy into clinical standards therefore usually only succeeds with
major time delay. In addition, there is a lack of central quality assurance and a working varia-
tion management of the therapy protocols used in clinical routine work.

On behalf of the Department of Internal Medicine | of the Westpfalz-Klinikum regional medical
center in Kaiserslautern, Fraunhofer IESE has designed and implemented the information sys-
tem ONKOPTI, which provides the clinical oncologist with up-to-date, editorially selected data
from oncological routine and/or study protocols for solid tumors and hemoblastoses on the
Internet. In addition, all information that is relevant for the protocol, such as literature, guide-
lines, studies, technical information, etc. is captured and displayed upon demand.

The information needed for creating a protocol is stored in a database. Basic information such
as medication, diseases, literature references, and Internet links is managed by the user in
about 30 basic tables. With the help of these data, the expert can generate protocol modules,
which can then be reused as quality-assured modules in many protocols. Examples include
drug-based tumor therapy, accompanying and supportive therapy, hydration, check-ups, etc.
Subsequent changes to a module require all therapy protocols using this module to be re-vali-
dated completely. A complete therapy protocol then consists of elements from the basic tables
and one or several protocol modules.

Web-based entries in the protocol as well as their quality assurance are made by experienced
oncology, hematology, and pharmacy specialists, who check the data in terms of content and
form in an editorial workflow involving professional associations, experts, and study groups.
After successful validation, the protocol is then released for use.



J@g ONKOPTI - anologis(heTherapispmtomI + ]

€

@ optiiesede

| |4~ Google

BASISTABELLEN

Autoren

Empfehlungen

ZONKOPTI

Inhaltsverzeichnis
Applikationsarten

Einheiten, Dosierung 1

Onkologische

BASISMODULE PROTOKOLLE THERAPIEPLAN AKTUELLES

ONKOPTI » Basistabellen » Substanzen bearbeiten .

| Substanzen bearbeiten

| @ Diesen Datensatz loschen

Therapieprotokolle im Internet

"EHZSIQSH’

MeSH Browser !

i

Pumpfunktion,
Echokardiographie

Klinische Parameter, sonstige Modifikationen:

Ei hl
mefehiing=oimsn @ substanzname: |C\sp|aun ‘
Erkrankungen
b @ Abkurzung: Cis |
Hilfetexte i —
Stoffgruppe: Alkylanzien/Platinderivate =]
Kontrollen Subst K 7 otk El
H statika
Kontrollintervalle ubstanzklasse o
Links
Literaturreferenzen 1 serung| @ Dosi ‘ . ‘ ‘ Liberatur | @ Links |
Modultypen : —
Protokollklassifikation ] Definitionen | Literatur (Dosisanpassung) ‘
Risikollassen : BB = =
e ) kontrolle hinzufagen: |-?-
i Kontrolle Indikator Anpassung
e GFR Niereninsuffizienz Die Nephrotoxizitdt ist dosislimitierend, dosisabhangig und
TiemanTies kumulativ. .Dlsp.uslt\unsfaktu.ran sind Hyperurikamie oder
e ey Hypoalbumindmie. Eine forcierte Diurese darf auf keinen Fall
— mit Schleifendiuretika durchgefiihrt werden.
Therapieintentionen . . .
ST Thrombozyten Knochenmarkinsuffizienz Ein Therapiekurs sollte erst bei Werten ab> 100000/ul
durchgefihrt werden.
Tragerldsungen
= = Leukozyten Knochenmarkinsuffizienz Ein Therapiezyklus sollte erst bei Leukozytenzahl > 4000/pl
ugangsarten
durchgefihrt werden.
1eD-Gruppen ot 2+ 2+ ! N t Th leity forderlich
one ormwerte vor Therapieeinleitung erforderlich.
1CD-Codes Na™, K, Ca“", Mg P a
Linksventrikulare None Gute LVF erforderlich aufgrund des erforderlichen hohen

Flussigkeitsumsatzes

H&matopese (Leuko.- Thrombo-.

[Fudicgramme missen vor der Behandlung und vor jedem neuen Zyklus aufgenommen werden. Vor,
wihrend und nach der Verabreichung sind neben den og. Parametern folgende zu Uberprifen:

und Erythrozyten),
sollte erst nach Erreichen folgender weiterer Laborparameter erfolgen:

Mg im Serum (s.o.) Ein Therapiekurs &
Serum-Kreatinin

A protocol can be looked at in different views, or it can be printed. The selection includes a
mini-version that is freely available on the Internet, a short protocol, an overview schema, as

well an extensive version, which only differ in terms of the degree of detail of the information
listed. For the therapy of a patient, an application protocol can be generated as an Excel docu-
ment with individual daily schedules and the necessary medication.

Editor for capturing all relevant
information about a substance,
shown on the example of
Cisplatin, a well-known cyto-

static drug

Further Reading:
Business Area Health Care p. 56

Division Process Management p. 65
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Coordinated development processes play an important role in the modern world of software
engineering, particularly in large projects. The most frequent case is that the individual process-
es being used (e.g., for the creation of the design document or for the conduction of system
tests) are discussed by the company’s experts in coordination with various stakeholders, such as
the project managers and the developers. Alternative technologies are discussed and selected,
and the overall process is determined. But what happens when no experts are available, or if
there is no time to perform these steps manually?

These issues are to be addressed by the Process Configuration Framework, which is being
developed in the context of the project ARAMIS (Automotive, Railway and Avionics Multicore
Systems) and which realizes a process framework. The solution to the problem is based on a
technology repository containing uniform descriptions of the technologies. This repository is a
collection of technologies covering a specific software development phase or aspect. It can be
used for a given project as a basis for assembling a specific project process out of the different
technologies. This is done in the framework via three subsequent phases:

Technology assessment

Linking / combination of technologies

Process configuration

Technology Repository

The basis of the process framework is a technology repository that specifies all the technolo-
gies in a generic schema. This represents a platform for (new) technologies. The goal is to use it
as a basis for selecting the best suitable technologies for the process. The schema that is used
here consists of a technology model, a context model, and an impact model. In addition to the
actual description of the technology, these models include the context in which the technology
was used, and the impact in this context. The three models were developed on the basis of a
multitude of empirical studies, interviews, etc.

This schema is the most important basis for the three phases of the approach, since it defines
the various elements and attributes and allows assessing and combining the technologies.



Set-up of the Process Configura-

tion Framework
Technology Technology Process

Evaluation Combination 4 Configuration .
V/ Right: represents the assessment

of technologies based upon the

Project Context Project Context .
project context

Center: represents the combina-

tion of technologies to form a

chain

Left: example of a SPEM

Technology Assessment and Combination of Technologies process pattern for a technolo-
gy

The empirically based technology schema allows assessing the individual technologies depend-

ing on the characteristics given by a specified software project and finding the best possible

combination for the respective project. The combination is performed according to rules that

compare the technology information stored in the schema with the characteristics of the proj-

ect.

Process Configuration

Collaboration Partner
The configuration of the process is modeled with the help of SPEM, a process modeling lan-
guage, and a process pattern is provided for each technology. An individual process can then see Project Homepage
be developed from these patterns together with the technology combination. www.projekt-aramis.de

For 2013, we plan to further extend and evaluate the approach in a real application environ-
ment in the context of the ARAMIS project.

Further Reading:

Business Area Automotive and
Transportation Systems p. 46
Division Embedded Systems p. 61

Division Process Management p. 65
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ICE-WISH stands for “Demonstrating through Intelligent Control (smart metering, wireless tech-
nology, cloud computing, and user-oriented display information) Energy and Water wastage
reductions In European Social Housing”. In this European demonstration project, 19 partners
from ten countries are developing and testing an innovative technical solution for social hous-
ing that shall allow conserving at least 15% of the energy and water consumption in the long
term, without compromising living conditions. The solution is being tested during a period of
twelve months in 300 social dwellings in ten European countries.

ICE-WISH enables the residents to see their current usage on their TV screen and compare it to
either their own previous usage or the usage of similar apartments. They receive both general
information and advice on how to conserve energy (electricity, gas, district heat) and water
(cold and hot water) and information and advice that is tailored to their own usage behavior.
In addition, they can check the effects of their usage behavior and possible changes of this
behavior on their budget with ICE-WISH. At the same time, ICE-WISH captures the indoor
climate (indoor temperature, humidity, CO, content of the air), with the intent to ensure that
conservation is not achieved at the expense of living comfort. To do all this, ICE-WISH relies

on a combination of intelligently interconnected digital energy and water meters, information
packaging that is optimally tailored to the residents, and state-of-the-art approaches for usage
analysis and prediction. This forms the basis for residents to understand their usage behavior
and to develop sustainable behaviors for conserving energy and water without compromising
living conditions. Aggregated analyses provide building managers with additional information
on how to energetically improve their buildings.

During the three-year runtime of the project, the first step was to elicit and assess the require-
ments of the building management and the residents as well as the respective technical and
structural conditions. The next step was to specify the system components. A suitable system
architecture was developed and finally the solution was installed in 300 apartments (30 apart-
ments each at each of the ten pilot locations). One particular challenge in the development and
testing of the ICE-WISH service are the structural and technical standards and infrastructures,
which vary greatly between countries; the heterogeneous climate conditions, the strongly diver-
gent usage behavior in the ten participating countries, and other cultural peculiarities.
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In addition to its collaboration in the elicitation and assessment of the requirements as well as
the specification of the overall system, Fraunhofer IESE is primarily providing algorithms and
services for the following functional areas in the context of this project:

B Analysis of the energy and water consumption in comparison to previous values, to similar
apartments, or to the expected consumption

m Prediction of future consumption, also with consideration of climate conditions, changes in
the appliances used in a household, or changes in the usage behaviors

B Analysis and prediction of the costs for energy and water based upon the usage and avail-
able rate information

B Visualization of the analysis results on the TV screen and on a web-based platform in a
manner that is comprehensible to the target groups.

'
' DR

On the TV screen, residents can
see at one glance their current
usage, the costs for all relevant
types of energy and water, as
well as further infor-mation

on indoor climate and outdoor
temperature.

Ad(ditional screens provide more

detailed information and advice.

Collaboration Partner

19 partners from 10
European countries
see Project Homepage
www.ice-wish.eu

Further Reading:
Business Area Information Systems
p. 52

Division Process Management p. 65
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Nowadays, small and medium-sized enterprises, in particular, are increasingly facing the chal-
lenge of having to keep pace with the speed of globalizing markets. Against this background,
the systematic use of methods, techniques, and tools for the development and evolution of
software is becoming more and more important.

Support comes from a novel type of collaboration model, the Joint Research & Development
Lab, which creates a bridge between future-oriented research and innovative software develop-
ment. Here, the method competence of the researchers of Fraunhofer IESE joins the product
competence of the software developers of a company. This is an advantage particularly for
small and medium-sized enterprises, as they often shy away from the major investment neces-
sary for establishing their own research and development department. The Joint Research &
Development Lab offers a suitable alternative for this situation. In purpose-built lab rooms,
project teams consisting of Fraunhofer IESE staff and employees of the collaborating software
company develop new ideas, design the software architecture, and assess the quality of the
software. In this context, the organization and modeling of the corresponding data structures
plays an important role.

The goal of this collaboration is direct cooperation during the development of products that ful-
fill state-of-the-art standards. Combining the competencies of one partner with the supplemen-
tary knowledge of the other partner creates an innovative lead and safeguards competitiveness,
on the national as well as on the international level.

During the first phase of the Joint Research & Development Lab, researchers from Fraunhofer
IESE and software developers from Insiders Technologies are jointly engaged in further develop-
ment of the product smart COCKPIT, which will be offered in a new release as part of the Digi-
tal Mailroom Suite of Insiders Technologies. smart COCKPIT is a product for the cross-system
control and monitoring of all incoming document-related business processes. The contribution
of Fraunhofer IESE to the product development process is its expertise in software and system
development methods. An initial focus is currently on the areas of Usability & User Experience
Engineering, Software Architecture, and Quality Assurance in the context of agile software de-
velopment with Scrum.
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In addition, cooperation in the Joint Research & Development Lab allows adding and using
research competencies from the global Fraunhofer network. One of the special highlights of
this collaboration is considered the direct involvement of future end customers such as large
insurance companies, who can already exert influence on the product results before these have
reached industrial market maturity.

“As a dynamic company, our goal is to continually improve the quality of our products
and solutions through comprehensive know-how and intensive customer dialog. This
is why we have always relied on dependable and trustworthy exchange with our cus-
tomers and business partners. Our collaboration with the renowned Fraunhofer IESE
supplements our excellent research network and ensures that the products of Insiders
have the highest quality and will remain competitive in the future. We are very much
looking forward to the synergy effects from the Joint Research & Development Lab.”
Werner Weiss, Managing Director, Insiders Technologies GmbH Further Reading:
Business Area Information Systems
p. 52

Division Information Systems p. 69
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Modern commercial vehicles are equipped with a non-trivial amount of software. This includes,
for example, highly intelligent engine controls that consider the current work situation and put
the emission exhaust in relation to the needed performance in order to allow environment-
friendly work processes. Comfort functions are based on the intelligent interaction among
several connected components within a vehicle in order to achieve the best possible results.
Further areas to be mentioned in this context include the increase in vehicle-to-vehicle connec-
tivity as well as vehicle-to-infrastructure, which are both becoming ever more important (e.g., in
fleet management).

The communication features available today allow manufactures to offer their users numerous
services for various types of usage, which enable, for instance, remote diagnosis and mainte-
nance. In addition, properties and features of modern commercial vehicles can be realized via
software, without the need for physical access to the system. Vehicles thus increasingly turn
into interconnected systems, which can also attract the interest of hackers.

Overcoming protective measures in order to fraudulently acquire cost-incurring features and
services may be a worthwhile aim. The overcoming of protective measures can even be system-
atically offered for sale by dubious providers, at the detriment of manufacturers and authorized
service providers. Another coveted item may be sensitive data that might be exchanged be-
tween the vehicles and the infrastructure.

In the first step of a project with John Deere from the area of secure software development,
Fraunhofer IESE has therefore determined potential risks for modern commercial vehicles by
means of a comprehensive study. The results range from potential remote attacks from all over
the world to direct physical access to internal controls. The lessons learned help the project
partner understand current potential risks as well as such risks that can be predicted based on
future developments, and serve as a basis for initiating suitable countermeasures.

As a complementary action, Fraunhofer IESE is supporting the project partner John Deere in
the development of methods and tools for the secure development of software for embedded
systems. In order to facilitate identification of suitable security measures for this development,
Fraunhofer IESE has collected existing process and tools along the software development and
has examined them in terms of their applicability for embedded systems. The experiences of
Fraunhofer IESE in the area of secure software development for information systems were used
to adapt the security engineering techniques established in that domain to the specificities

of embedded system development. Customer-specific constraints, such as agile development
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methods, had to be taken into account. Particularly the area of embedded systems places new
challenges on secure software engineering, since special constraints and conditions must be

taken into account. In particular, requirements regarding real time, reliability, functional safety,
and hardware limitations have a major impact on the degree of freedom in choosing and using
quality assurance measures for security. Furthermore, the effects of security measures on other
quality attributes must also be taken into consideration. This is an area where a lot of research
is still needed.

In the first step, all methods and practices from the early software development phases were

checked with regard to their applicability in the special context of embedded systems for com-

mercial vehicles, as fundamental decisions must be made here. One major requirement is threat

modeling, which has proven to be extremely successful in the information systems domain. The

benefit of various techniques used during the realization and testing phase was also investi-

gated. Programming standards, static and dynamic source code analyses, or special testing pro-

cedures such as Fuzz Tests are promising approaches for improving the security of embedded

systems in the long term. Further Reading:
Business Area Automotive and
Transportation Systems p. 46

Division Information Systems p. 69
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The increasing complexity, size, and flexibility of modern software constitute a major challenge
for quality assurance, in particular when there are high demands on quality. However, com-
prehensive testing, which would be desirable, is often not possible due to the sheer size of the
software and limited resources. In order to still be able to guarantee a satisfactory level of qual-
ity, quality assurance has to be performed in a focused manner.

This focusing of the test process was the aim of proALPHA Software AG in a joint project with
Fraunhofer IESE. proALPHA Software AG is one of the leading manufacturers of ERP systems.
These systems offer a multitude of masks, which are used in various ways depending on the
customer. The result is that these systems are used in many different process variants. Since
these processes are not known in their variability at development time, a systematic test of all
processes used is impossible — and a test of all potentially used processes is precluded from the
outset due to the huge number of possible combinations. This, however, creates the risk that
defects only appear after the customer has purchased the product — with the corresponding
negative effects.

The goal of the project was therefore to systematically focus on the limited test resources in or-
der to find as many defects as possible and especially to find severe defects as early as possible.
For this endeavor, historical data were already available for evaluation. During the course of the
project it turned out that an iterative procedure is most suitable for analysis and optimization.
This procedure mainly consists of four items, which were performed iteratively.

Determination of improvement goals and definition of context-specific metrics
Performance of data collection

Analysis of the results and joint interpretation

Derivation of improvement measures

The improvement goals and the metrics for measuring the achievement of these goals were
elicited in a joint workshop. Here, it was particularly important to measure at which point of
time defects were detected in the various releases. In total, 15 metrics were defined, some of
which turned out to be unusable. On the other hand, other metrics were only added as the
project progressed.
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Thanks to a large collection of historical data, which had been gathered at proALPHA Software
AG for several years already, data were available very quickly. The analyses will allow collecting
additional new data in the future.

The data were packaged in order to use them for calculating different metrics. These metrics
were then discussed and interpreted in joint workshops, which required both the professional
expertise of Fraunhofer IESE and the domain knowledge of proALPHA Software AG. One of the
results was that a high frequency of change was correlated with the number of defects.

In the last step, improvement measures were discussed and determined. One of the conclu-
sions was that critical modules must be systematically subjected to intensive explorative tests. In
2013, further analyses are planned to check the improvement measures already introduced and
to further optimize the test.

Proportion in percentage of the

defects found with various types
of tests (explorative testing and
different types of regression
tests) in two different versions
(still classified according to de-
fect severity). It can be observed
that the majority of all defects

were found via explorative tests.

Further Reading:

Business Area Information System
p. 52

Division Process Management p. 65

Division Information Systems p. 69
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On the software market, small and medium-size enterprises (SMEs) are facing powerful com-
petitors that act globally and generally have their own research departments. In order to be
able to hold their ground against this competition in the long term, it is absolutely crucial for
SMEs to develop unique product selling points and product innovations.

However, SMEs are frequently unable to maintain a larger staff of specialized employees for
User Research, User Experience Design, etc. Only a handful of staff are therefore often available
for taking care of product usability.

In addition, the methods used to date often do not permit a strict transition from requirements
analysis to Ul design, which is known as the “design gap”. It thus strongly depends on the
experience and the skills of the developers how good the results are and whether the resulting
products correspond to the mental models of future users.

The goal of the research project IBIS was to bring a method to application that is easy to inte-
grate and supports SMEs in developing innovative and creative products whose use is intuitive
—even if they have little design expertise.

The core of the IBIS method developed in the context of this project is the so-called “Image
Schemata” (IS) method, which was developed at Technische Universitat Berlin and at the Uni-
versity of Cambridge. IS are abstract knowledge representations in human memory, which ev-
ery human creates in everyday life through recurring sensory experiences with his environment.
The basic idea of the IS method is to use these everyday experiences and to incorporate them
into concrete product and design requirements.

The task of Fraunhofer IESE was to make the IS method applicable for software-producing
SMEs. For this purpose, the IS method was first embedded into a well-proven requirements and
usability engineering process developed at Fraunhofer IESE (SATISFY). This process was then
adapted to the existing software development processes of the participating SMEs. In addition,
Fraunhofer IESE played a major role in defining suitable evaluation methods for measuring the
success of the IBIS method.

In the context of the research project, the IBIS method was applied by two SME partners in a
real development project and continually evaluated. It could be demonstrated that it is easy to
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integrate into the software development processes of SMEs, without replacing these or modify-
ing them too much, and that it can also make the entire product development more efficient.
Products developed with the IBIS method showed more positive values compared to products
developed without the use of the IBIS method in terms of the success criteria time, mental ef-
fort, and preference. Hence, it is the first method that integrates the IS successfully evaluated to
date into a requirements resp. design process in a systematic, engineering-style way, and thus
allows them to be used by SMEs as well.

“l am impressed, this is a collection of valuable material.” (Wolfgang Milszus, DLR)
“Thanks to IBIS we are now able to offer software whose use is intuitive. The products
are demonstrably accepted better by the users. This will ensure our competitiveness in

the future.” (Karin Fetzer, ICT)

“The result has absolutely convinced me. Everything looks really nice and works very
well.” (Bruno Zimmer, Olmihle brunozimmer, end customer)

Use of everyday experiences in

design decisions

Collaboration Partner

a3 systems GmbH
www.a3systems.com

ICT Solutions AG
www.ict.ag

Technische Universitat Berlin
www.mms.tu-berlin.de

Further Reading:
Business Area Information Systems
p. 52

Division Information Systems p. 69
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The Software-Cluster is entering the second round. The region around the software cities Kai-
serslautern, Darmstadt, Karlsruhe, Saarbricken, and Walldorf, which was a winner in the Ger-
man government's leading-edge cluster competition, has successfully passed intermediate evalu-
ation by an international jury. This means that the partners can now continue the projects they
launched to create the basis for the enterprise software of the future, and they can permanently
establish the German Software-Cluster in the international top group. The positive evaluation
was not least due to the first-rate results from the joint projects Emergent and SWINNG.

In the project “Emergent”, which is about studying and developing the foundations of the next
generation of enterprise software under the leadership of Fraunhofer IESE, we did, for example,
develop the Engineering Software App, a digital method handbook for the iPad. The first exam-
ple realized was a method for designing mobile business applications (mConcAppt). mConcAppt
describes an approach for the requirements elicitation as well as for the Ul and the interaction
design of mobile business applications, which can be very easily integrated into existing develop-
ment processes. The app shows and explains the individual steps of the method with the help

of text samples, templates, images, and videos. During the development of the app, a lot of
attention was paid to providing high User Experience in order to allow even people who are not
software engineering experts to get quick and simple access to this admittedly quite complex
subject. The app is thus equally suitable for both novices and experts. The second method we
integrated was a requirements elicitation method for the development of intuitive user interfaces
from the IBIS project (see page 98 of this Annual Report).

In the context of the second Cluster project, “SWINNG", the focus is on the design of suitable
development processes for the enterprise software of the future as well as the so-called Cluster
governance, i.e., the optimization of the internal processes of the Cluster as well as the dis-
semination of the developed innovations throughout the Cluster region and beyond. Here, one
of the central tasks of Fraunhofer IESE is the evaluation of the Cluster as such as well as of the
developed concepts and solutions. This included examining the connections among the Cluster
partners as well as determining the qualification needs of professional staff. In this context, a
survey was performed among SMEs in Rhineland-Palatinate in order to capture the views of
practitioners regarding the need for emergent software. To ensure the continuous evolution of
the Cluster, another task is to elicit the critical processes within the Cluster itself and to optimize
them. These include, for instance, processes regarding international communication and public
relations, technology transfer, and support for start-up entrepreneurs from within the Cluster.
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In the spring of 2013, the third project in the Cluster that involves participation by Fraunhofer
IESE will be the project “Software Innovations for the Digital Enterprise” (SINNODIUM).
SINNODIUM will bring together the results from the previous Cluster projects and evolve them
further. SINNODIUM wiill pay particular attention to mobile end devices, which are becoming
ever more popular in the business context as well. The focus will be mainly on concepts for
user interfaces and security aspects regarding the use of such devices in a business environ-
ment. In the project SINNODIUM, Fraunhofer IESE will continue its work in the areas of inter-
operability, IT security, and Cluster governance.

As a special highlight of the year 2012, the Fraunhofer IESE researchers Christian Jung, Balthasar
Weitzel, and Dominik Rost were admitted to the Software Campus. The Software Campus tar-
gets only excellent Master and PhD students and is aimed at training the IT managers of tomor-
row. To this end, the campus combines state-of-the-art research in innovative IT research projects
and management training offered by the industry partners of the Software Campus. The Soft-
ware Campus is funded by the German Federal Ministry of Education and Research (BMBF)..

mConcAppt - a method for the
interaction design of business
applications as part of the Engi-

neering Software App

https:/litunes.apple.com/de/
app/engineering-software/
id555966291

The joint projects within the
Software-Cluster are funded by the
German Federal Ministry of Edu-
cation and Research (BMBF) in the
context of the Hightech Strategy
under grant numbers 011C10S01A
(EMERGENT) and 011C10S05I
(SWINNG).

Further Reading:

Business Area Information Systems
p. 52

Division Process Management p. 65

Division Information Systems p. 69
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Due to the increasing global population and the scarcity of land and fossile resources, agricul-
tural technology is facing ever greater challenges. In order to master these challenges success-
fully, higher productivity and increased efficiency are indispensable in agricultural technology.

Nowadays, innovations are achieved primarily through advances in the area of mechanization,
automation, and fertilization. In addition, software plays an increasingly important role in agri-
cultural machinery, implements, and sensors.

Increasing interconnectedness all the way to a Smart Ecosystem is emerging as a megatrend
in this domain: Objects of the real world are represented by their digital counterparts and are
interconnected with each other. Smart Ecosystems realize processes across systems, which in-
corporate not only sensors, but also embedded systems, information systems, and mobile end
devices. The business processes and technical processes of the single systems are optimized
globally from the perspective of the ecosystem.

In its “Smart Farming” Living Lab, Fraunhofer IESE is demonstrating how the core competence
of software engineering works and meets the challenges of the domain. In the Living Lab, con-
cepts and technologies can be efficiently tested virtually or as prototypes before they are further
developed into a real system by the industry partner. In the “Smart Farming” Living Lab, com-
panies can use an existing lab infrastructure and system prototypes. In addition, an agricultural
diorama on the scale of 1:32 is available with appropriate model vehicles. The diorama serves
both the purpose of simplifying demonstrations (e.g., at events or trade fairs) and of providing
software engineering visualization of concepts, and allows testing and evaluating alternatives.

The things that Fraunhofer IESE is demonstrating in its “Smart Farming” Living Lab include
software engineering solutions for the following challenges faced by systems in the agricultural
domain:
Security across system boundaries: How to protect data that are transferred from one
system to another system even after they have left one’s own system?

This project is being funded by the
Fraunhofer-Gesellschaft and by the

State of Rhineland-Palatinate.
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B Open architectures: How to design future systems in such a way that they will enable in-
teraction with third-party systems that are unknown at development time? How to realize
protective measures to avoid third-party systems from compromising one’s own system?

B Modular safety cases: How to ensure functional safety between a random combination of

tractors and one or several impleme.nts? | b S MART

B Incorporation of mobile end devices: How to use modern end devices (smartphones, F
tablets, etc.) in combination with existing systems to achieve an optimal user experience for arm I n g
the user?
In summary: Software makes agricultural technology smart, and Fraunhofer IESE ensures Further Reading:
quality and efficiency in software development. Software Engineering methods are the key to Business Area Automotive and
successfully developing software systems despite their high level of complexity. Transportation Systems p. 46
Business Area Information Systems
p. 52

Division Embedded Systems  p. 61
Division Process Management p. 65
Division Information Systems p. 69

Project John Deere TIA p. 76
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Modern software systems are so complex that development organizations need abstractions in
order to make decisions about the implementation of new features, necessary adaptations due
to quality requirements, the use of other technologies, and the planning of migration projects.
Such decisions can be supported by the architecture of a software system, provided it is docu-

mented explicitly.

With over 50 projects and a total of more than 25 person-years of project experience, the lec-
turers of Fraunhofer IESE have packaged their approach ACES (Architecture-Centric Engineering
Solutions) in the seminar “Software Architecture”. Experiences from practice together with the
basics from applied research make this seminar an interesting event for architects with practical
experience and those aspiring to be such. In this seminar, the participants get to know the tools
used by successful software architects and benefit from the extensive experience of the lectur-
ers. In accordance with the philosophy of Fraunhofer, the seminar is characterized by a large
degree of practical relevance, interactivity, and numerous exercises in which the participants
can apply in practice what they have learned.

Fraunhofer IESE offers this seminar at the Fraunhofer Center in Kaiserslautern twice a year (in
April and in October). In these seminars, the participants come from various domains. In addi-
tion to the skills they learn at the seminar, they also regard the interaction among themselves
as a positive aspect. Fraunhofer [ESE also offers custom-tailored in-house seminars, i.e., the
lecturers teach the seminar on site at the customer’s location. In these cases, the contents can
be assembled individually for the respective customer, and cases from its daily business can be
discussed in the practical exercises.

In the year 2012, more than 50 participants attended the two seminars on “Software Archi-
tecture”. All of the participants were very satisfied with the seminar, the packaging of the con-
tents, and the learning atmosphere.

In 2013, these seminars will continue to be offered on a regular basis and the lecturers will

be available for in-house seminars. As they did in 2012, the lecturers will always incorporate
current issues and trends. In 2012, the main topic was the role of architecture in agile develop-
ment, which has become a permanent part of the seminar in the meantime.

The lecturers Thorsten Keuler, Jens Knodel, and Matthias Naab are looking forward to further
interesting seminars with many participants eager to take part in discussions.


http://www.iese.fraunhofer.de/en/competencies/architecture.html
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Participants’ comments on the seminar “Software Architecture” at IESE:

“At the seminar, a comprehensive proposal was made regarding how to design the
role of the architect.”

“Well organized, very helpful. Thank you!”

“Summarized the complex topic of SW architecture in a reasonable manner, thus
creating a good basis on which to build in the future.”

“A comprehensive overview of the subject area with practical in-depth infor-
mation/applications; good exchange with colleagues from other companies.”
“Enriching”

Dr. Niels Streekmann, BTC Business Technology Consulting AG, about the in-house seminar:

“The Fraunhofer IESE staff demonstrated in the in-house architecture seminar per-

formed at BTC AG that they are capable of successfully combining extensive theoretical

knowledge with practical competence. The seminar took place in a very constructive

and pleasant atmosphere. They taught the basics of software architecture with the

help of practical examples and showed ways of using the contents in everyday work.

The lecturers showed a lot of enthusiasm in dealing with specific requirements.”

Top: Practical exercises at the

Academy seminar; participants
and lecturers of the Academy

seminars in 2012

Left: Feedback from the seminar

participants

Collaboration Partner

Fraunhofer Academy

www.academy.fraunhofer.de

~ Fraunhofer

ACADEMY

Further Reading:
Division Embedded Systems  p. 61

Division Information Systems p. 69
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INTERNATIONAL
ACTIVITIES

Fraunhofer IESE has a very strong international orientation. This is not only reflected in the fact
that IESE currently employs staff from twelve different nations and that the language of the
institute is English, but can also be seen in the growing number of international projects.

Fraunhofer IESE has established subsidiaries in the strategically important countries USA,
Australia, and Brazil (so-called Centers resp. Project Centers):

B Fraunhofer Center for Experimental Software Engineering (CESE) at the University of Mary-
land, College Park, MD, USA (since 1998)

B Fraunhofer Project Center on Transport & Logistics at NICTA, Sydney, Australia (since 2010)

B Fraunhofer Project Center for Software and Systems Engineering in Salvador, Bahia, Brazil
(since 2012)

From the perspective of Fraunhofer IESE, these subsidiaries pay off for various reasons: ad-
ditional competencies that we can in turn offer to our customers in Germany and in Europe;
additional third-party industry project funds; and the acquisition of highly qualified staff.
Examples of additional competencies are the development of the reverse engineering tool SAVE
or the business alignment method GQM+Strategies®. An example of industry projects is the
collaboration project with Campina Grande, Brazil, on the topic of medical devices. Personnel
acquisition is currently most promising via our contacts in Brazil.

In the following, we present our subsidiaries and describe some selected international projects:

Fraunhofer Center for Experimental Software Engineering, Maryland (CESE) 108
Fraunhofer Project Center for Transport and Logistics in Australia 114
Fraunhofer Project Center for Software and Systems Engineering in Brazil 116
ECOPETROL: Software Quality Modeling in the Oil and Gas Domain 118
JAXA: Evaluating the Quality of Safety-Critical Software Systems 120

106 1 107
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Fraunhofer Center for Experimental
Software Engineering CESE, Maryland

Director: Prof. Dr. Rance Cleaveland

The Fraunhofer Center for Experimental Software Engineering ~ Competencies

CESE, Maryland is located in College Park, Maryland and con-
ducts applied research in software engineering processes and
technologies. It collaborates with private-sector organizations,
government agencies, and academic and research institutions
to develop innovative, practical approaches to software
development and management issues.

CESE has affiliations with the University of Maryland at
College Park and the Fraunhofer Institute for Experimental
Software Engineering (IESE) in Kaiserslautern, Germany.

The Center’s project portfolio includes a mixture of research ef-
forts into new software technologies and empirical evaluations
of existing tools and processes, and service-provision contracts
to assist clients with software development and acquisition
needs. Customers include government agencies such as the
Department of Defense, the US Food and Drug Administration
and NASA, and large multi-national companies such as Boeing
and Robert Bosch. CESE also supports small and medium-sized

Measurement and Knowledge Management
Contact: Dr. Forrest Shull

Software Management and Process Improvement

Contact: Ms. Kathleen Dangle

Software Architecture and Embedded Software

Contact: Dr. Mikael Lindvall
Software Verification and Validation
Contact: Prof. Rance Cleaveland

Business Areas

Aerospace / Defense

Contact: Kathleen Dangle, Frank Herman
Automotive

Contact: Prof. Rance Cleaveland

Medical

Contact: Dr. Mikael Lindvall

companies with software needs in the Washington, D.C. -
Baltimore, Maryland corridor.
University Partners

University of Maryland at College Park
University of Maryland at Baltimore County
Stevens Institute of Technology

University of Kaiserslautern

~ Fraunhofer

USA

Other Partners
Axiom Resource Management, Inc.

Johns Hopkins University Applied Physics Laboratory
NASA IV&V Center
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PROJECTS IN
PROGRESS

NASA Space Network Ground Segment Sustainment

CESE is working with NASA on a major overhaul of NASA's
space-network communications system.

The NASA Space Network (SN) is a communication signal
relay system that provides tracking and data-transfer services
between user platforms and user Mission Operations Centers
(MOCs). The SN was established in the early 1980s to replace
NASA's worldwide network of ground tracking stations and
consists of a constellation of data relay and tracking satellites
and associated ground systems. This space-based relay system
can provide essentially unlimited communication services for
altitudes ranging from 73 km to 9000 km, a capability that is
unigue within the civilian and commercial space industry. In
addition, limited communication services can also be provided
for customer platforms located on the ground and ocean/

sea surfaces (e.g., ships) as well as airborne platforms (e.g.,
atmospheric balloons). The fleet of Tracking and Data Relay
Satellites (TDRS) in geosynchronous orbit serves as a data relay
system between SN ground system and user platforms.

The SGSS project replaces a majority of the existing SN Ground
Segment with modern technology in order to fulfill the follow-
ing objectives:

1) Monitor and control the SN Flight and Ground Segments;
including management of the configuration, health and
safety of the TDRS spacecraft fleet and SN Ground Seg-
ment elements.

2) Provide SN user service planning and scheduling.

3) Relay user signals in forward and return directions
between the ground and user platforms.

4) Distribute user data on the ground using NASA Integrated
Services Network (NISN) services, user-provided networks,
and local interfaces (LIs).

5) Provide tracking services for TDRS and user spacecraft.

The heart of CESE’s 2011 and 2012 SGSS research was the
collection and analysis of software progress and quality metrics
from the SGSS development contractors. Software progress
metrics include measures such as requirements decomposed,
requirements volatility, components designed, coded, and
tested, etc. Software quality measures include defects found,
defects corrected, etc. The analysis of these metrics permits
CESE to identify areas of risk and opportunities for improve-
ment of contractor outputs delivered to NASA. CESE also
uses the metrics analysis to research new technologies and
to infuse those that demonstrate risk reduction, better cost/
schedule adherence, or software technology improvement
into both the NASA Project Team and the SGSS development
contractors. Specific technologies that CESE is researching
include software cost and schedule estimation and tracking,
software defect detection and Reliability Growth Models,
Service Oriented Architectures (SOA), and software metrics
presentation techniques.

In 2012, CESE played key roles in various critical design re-
views for the SGSS project, and was also instrumental in using
its metrics-based performance research to provide feedback
and insight to NASA staffers on the performance of the main
software subcontractor.
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The Fraunhofer Approach for Software Testing (FAST)

In 2012, Fraunhofer CESE received additional special funding
from Fraunhofer USA to support the ongoing development
of the Fraunhofer Approach for Software Testing (FAST). FAST
is now a method for testing software from many domains,
including aerospace, medical device, and web software.
Highlights during the year include the following:

1) CESE further developed technical collateral, including a
model-based software testing architecture, a “design for
testability” knowledge base, reusable testing models, and
a testing process and best practices. These assets consti-
tute the main intellectual property for Fraunhofer and are
already being used in several third-party projects.

2) Center researchers continued to uncover previously
unknown critical issues in NASA communications systems
and to develop further improvements of the FAST. These
testing projects were documented and used as tutorials
and presentations that have been used to demonstrate the
capabilities to interested parties.

3) Center staff also continued to use the FAST to test several
commercial software systems, resulting in different types
of detected software errors. Using the FAST, software may
be improved for testability and then systematically tested
because of the structured approach to software testing it
facilitates.

The FAST is based on two fundamental technical principles.
The first is Design for Testability: Based on extensive experi-
ence in working on large-scale software systems, CESE staff
members have collected an informal corpus of knowledge
encompassing principles that are used by the best software
engineers at NASA and JHU/APL to enhance the ease of
testing software. These best practices dramatically improve the
testability of the final product.

The second technical foundation for the FAST is Model-based
Testing (MBT). MBT is a new technology developed in the
research community that has attracted attention among prac-
titioners. In MBT, tests are specified as abstract, programming-
language-independent models. A translator maps abstract
test specifications to concrete tests. The advantages of this
approach are as follows:

1) Such test models are insulated from changes in the source
code, thus radically reducing maintenance costs.

2) One creates a test specification only once in terms of a
model and executable test cases are automatically gener-
ated without programmer intervention.

3) Models are much easier to understand than code for
humans and allow all stakeholders to understand how the
SUT is being tested.

4) Tests automatically generated from behavioral models
cover aspects of system behavior in a much more complete
manner compared to manually written tests.
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GQM+Strategies®

Scientists from Fraunhofer CESE and IESE have continued ap-
plying the GQM+Strategies® methodology, which was jointly
developed by the two organizations to provide a framework
for connecting business-level goals with software-project-
specific technical metrics and management artifacts. The
main project partner has been ECOPETROL, a Colombian oil
company.

Fraunhofer CESE continues to collaborate with Fraunhofer IESE
to refine the GQM+Strategies® methodology and to package
the technology so that it can be used to improve staff ef-
ficiency in the measurement-related project work that is a core
capability for both CESE and IESE. The collaboration continues
to build a unique and marketable Fraunhofer capability,

which will address one of the organizations’ business areas
and facilitate projects at both CESE and IESE. Both CESE and
IESE have developed a set of assets that are reusable for both
centers, including: a training course for use with customers
and collaborators, a process description, a tool for visualizing
the GQM+Strategies® outputs, and case studies — all of which
stem from the knowledge, experience, and expertise resulting
from the various engagements between CESE and IESE with
customers.

Medical-Device Software Security

CESE has been developing a technical competence in
cyber-security; as part of this effort, CESE staff members have
been focusing on issues related to the security of embedded
software in medical devices, such as insulin pumps, which are
software-controlled and also possess capabilities for network
connections. Such devices have been subject to highly
publicized hacker attacks, which have attracted the attention
of regulatory agencies in the US in particular.

As part of this research effort, CESE has developed an instru-
ment for assessing the security vulnerabilities such devices
may have. The tool builds on the hazard analysis that medical
devices are typically subject to as part of their regulatory
approval; specifically, it combines information about hazards
with information about system interfaces to focus engineering
attention on the different ways that hazards may be triggered
through interfaces. Using this instrument, CESE has conducted
security analyses of two insulin pumps and an implantable
infusion pump made by subsidiaries of a major multinational
medical-device company, and it has been in discussions with
technical staff at the U.S. Food and Drug Administration on
approaches for incorporating security considerations into

the approval of medical devices prior to their release into the
marketplace.
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OSIRIS: Open-Source Information Retrieval and Analysis

As another part of its cyber-security effort, CESE has been
working with a U.S. federal law-enforcement agency, the
Baltimore/Washington High-Intensity Drug Trafficking Area
(HIDTA), to develop a tool for collecting information from
social-media websites on potential illegal-drug traffickers.
Traditionally, agencies like HIDTA have relied on monitoring
traditional communication media (telephones, conversations)
of these targets, who in consequence have shifted platforms
for communicating with their peers to social media such as
Facebook® and Twitter®. To assist HIDTA's law enforcement,
CESE researchers have developed OSIRIS, a software tool that,
given a target name and other optional associated information
(e.g., date of birth, address, etc.), automatically constructs

a “social media footprint” of that target from open-source
Internet data (i.e., data the target has voluntarily revealed).
OSIRIS then combines this social media footprint with records
extracted from public information sources such as judiciary
websites and real-estate databases to generate a target
intelligence dossier. It also provides facilities for dynamically
monitoring a target’s social media profiles so that intelligence
analysts can be continually updated when the target’s “social
media footprint” changes. The output from OSIRIS is used

to understand the target’s background, associations, where-
abouts, and the like.

The first prototype of OSIRIS (v1) was constructed in 2012

in collaboration with HIDTA and presented to HIDTA senior
management as well as its governing board. Future plans for
the work include adding to the technical capabilities of the
tool and also developing projects with other law-enforcement
agencies about the improvement and use of the tool. CESE is
also in discussions with a company about licensing OSIRIS.

InViz: Real-Time Visualization of Cyber-Security Attacks

Also in the cyber-security realm, CESE has continued to
develop its InViz (Instant Visualization) tool, which enables
network administrators and other technical staff to visualize
cyber-attacks on network infrastructure as they are occurring.
InViz gives human experts as well as novices the capability to
identify cyber-security attacks by means of novel information
visualization techniques. The tool allows users to observe net-
work traffic in real-time. The focus of CESE's ongoing research
is on understanding how to effectively present information

to enable efficient identification of attack patterns in the
large amounts of data typically produced by today’s network
devices.

The current prototype tool is proving to allow quick detection
of different attack patterns, such as denial-of-service attacks
(an attempt to make the target computer unresponsive),
backdoor exploits (an attempt to use known security leaks in
installed server software), and vulnerability scanners (an at-
tempt to identify specific weaknesses of network devices and
servers, such as open ports).



CESE in Figures

CESE experienced significant growth in its revenues in 2012 vis
avis 2011. In part this was due to the slight dip in the Center’s
performance in 2011 because of turmoil in the U.S. federal
budget. The relative stability of the U.S. government’s finances
in 2012 permitted agencies to reinvest in their missions, and
this led to significant growth in CESE’s project revenues. As

of the writing of this report, the final 2012 financial numbers
were not available, but based on projections used by the
Center, third-party revenues for 2012 should be approximately
15% larger than those for 2011. CESE is budgeting a 10%
increase for 2013 over 2012 in these figures.

Important new project wins in 2012 included various efforts in
the medical-device sector, both industrial and governmental;
research projects through NASA's Software Assurance Re-
search Program; and new research efforts in cyber-security for
medical-device and law-enforcement applications.
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Fraunhofer Project Center for
Transport and Logistics in Australia

Director: Dr. Glenn Geers, NICTA
Deputy Director: Dr. Christian Webel, Fraunhofer IESE

Contact Since May 2010, the Fraunhofer Project Center for Transport and Logistics at the “National
Information and Communication Technology Research Centre of Excellence, Australia (NICTA)",
Dr. Christian Webel under the leadership of Dr. Glenn Geers and in cooperation with Fraunhofer IESE, has been
Phone +49 631 6800-2185 offering research and consulting services in the area of information and communication tech-
Fax +49 631 6800-9 2185 nologies (ICT) for logistics and intelligent transport management. The Fraunhofer Project Center

is an important address for the Australian transport and logistics industry.

The core of the project center, the Future Logistics Living lab, continued to be successful in
2012 as well. More than 500 government, industry, and research representatives visited the
practice-relevant exhibits. In addition, several workshops on current topics were held with the
now more than 25 partners, which often led to first research projects. For example, in one of
these projects, Fraunhofer IESE and NICTA together with 1-Stop, a participant of the Future
Logistics Living Lab, have developed methodologies and technologies that aim to better sup-
port business process flexibility and adaptability.

Dr. Christian Webel In order to further increase the visibility of the Living Lab and to create a new communication
platform, a mobile application for the iPhone was developed. With this app, the user can get
information about news, projects, and events concerning the Living Lab. In addition, all the
exhibits of the Living Lab are explained and illustrated with pictures. This app does not only

Further Information serve for external representation, but also helps to connect the Community around the Lab
and the issues of transport and logistics. To achieve this purpose, the social business network

Homepage of the Living Lab LinkedIn was integrated into the application. In a separate “Future Logistic Living Lab” group,
new topics can be discussed and contacts can be made. It is also possible to subscribe to a
newsletter about specific topic areas. Starting in mid-February 2013, the “Future Logistic Living
Lab” app is expected to be available for the iPhone in the Apple App Store.

LOG'ST'(R:E Driver distraction is a significant cause of motor vehicle accidents. With more and more com-
munication, entertainment, safety, and information systems installed in cars, the potential for
a high cognitive load and distraction of the driver has increased. In the research project Driver
Mental State Monitoring (DMSM), Fraunhofer IESE and NICTA are continuing their work on the
effect of cognitive load on User Experience during driving. It focuses on the real-time assess-
ment of drivers’ mental states through behavioral and physiological inputs, in view of improving
user experience, safety and training for the automotive industry and for end-users


http://www.futurelogisticslivinglab.com.au/
http://www.futurelogisticslivinglab.com.au/
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The DMSM project explores new technologies that can monitor a driver's mental state in view

of:

B Monitoring safety: real-time monitoring of the driver, and the detection of mental states at
risk (driver awareness, fatigue, anger...) can help reduce unsafe driving through automated
decision support;

B Testing and training drivers: assessing driver reaction in controlled tasks and environments
can help ensure the appropriate level of proficiency is attained, especially for specialized ve-
hicles such as trucks or tractors;

B Designing better vehicle user interfaces: usability testing of vehicle controls can help im-
prove the design of safer interfaces and improve user experience.

The project was performed in three main stages:

1. Construction of a simple driving simulator

2. Design and experimental validation of tasks and scenarios
3. Deployment in a real-life simulator

Experimental research has proven the technological feasibility of the project, and now new
industrial partners shall be engaged through the demonstration of this technology.

Future Logistics Living App (left)

A major milestone of this
project was a demonstrator at
the 19th ITS World Congress in
Vienna (right)

Collaboration Partner

NICTA
http://www.nicta.com.au/

(J@
NICTA

Further Reading:

Business Area Automotive and
Transportation Systems p. 46
Business Area Information Systems

p. 52
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Fraunhofer Project Center for
Software and Systems Engineering

in Brazil

Director: Prof. Dr. Manoel Mendonca, UFBA
Deputy Director: Dr. Karina Villela, Fraunhofer IESE

Contact

Dr. Karina Villela
Phone +49 631 6800-2173
Fax +49 631 6800-9 2173

Dr. Karina Villela

Further Information

Homepage of Project Center

Fraunhofer Project Center
for Software and Systems Engineering
at UFBA

n cooperation with

~ Fraunhofer

\

—

16

The Fraunhofer Project Center for Software and Systems Engineering at UFBA (FPC-UFBA)
joins the research competence and industrial practice of the partners, Fraunhofer [ESE and the
Software Engineering Laboratory of the Federal University of Bahia (UFBA), to boost the devel-
opment of innovative software solutions for the Brazilian industry. It was officially established
on 09 March 2012 and is located in the Technology Park of Bahia, which hosts companies such
as IBM, Portugal Telecom Innovation, as well as several big Brazilian companies.

In order to achieve its goal of boosting business innovation through software, FPC-UFBA
partners have been working together in public and industrial projects to develop and imple-
ment efficient software engineering processes, methods, and techniques that can directly and
positively impact companies’ business.

One of the projects at FPC-UFBA that started in 2012 aims at merging two independent
management information systems for organ donors in Brazil (one for the state of Sdo Paulo
and another for all the other Brazilian states) into a single state-of-the-art system. The project
customer is the National Coordination Agency for Organ Transplantation, part of the Brazilian
Health Ministry. UFBA is in charge of developing the new management information system and
Fraunhofer IESE will perform the security audit of the final system.

In addition, FPC-UFBA partners have carried out activities to identify and address the concrete
challenges faced by Brazilian software companies or departments when:
developing or evolving large and/or critical systems
assuring the quality of software processes and products, especially if they must be compli-
ant with standards and regulations,
extracting information from large amounts of data to support well-informed decisions,
making business mobile.

Two surveys with an international scope have been designed and are being conducted: One is
intended to characterize the effectiveness of the variation management approaches currently
used in Brazil for the development of similar systems. This survey is going to be applied in Ger-
many as well, as part of a project concerned with variation management approaches in small
and medium-sized companies. The second survey asks software developers from both countries
how they work with architecture documentation, which problems they see, and which
improvements they request, with the goal of characterizing what architecture documentation is
necessary and sufficient to make software development more effective and efficient than today.


http://fpc.dcc.ufba.br
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A task that started in 2012 and will continue in 2013 is the establishment of an ICT Demonstra-

tion Laboratory for FPC-UFBA on the topic of Mobility. This facility will allow industrial partners
and visitors in Brazil to experience how innovative ICT technologies can be used in real-world
applications. Industry partners will be closely involved in the development of demonstrators to
promote a shared vision of business challenges and break-through ideas and thereby support
open innovation. We also plan to provide hands-on business mobile engineering services,
including user interface and interaction design, implementation on various platforms, and
testing.

Exchange of scientists and participation in specialized fairs are also part of FPC-UFBA's activities.
In May, FPC-UFBA presented a mobile software solution for smart farming at the BITS fair, the
CeBIT event in South America, which took place in Porto Alegre, Rio Grande do Sul, Brazil. In
September, a set of software solutions for supporting the planning and coordination of large
events as well as the prevention and handling of emergencies was presented to the state
secretaries in charge of planning the upcoming sport events in Brazil, including the 2014 FIFA
World Cup and the 2016 Olympic Summer Games.

Software evolution visualiza-

tion tool developed at UFBA to
analyze changes and anomalies
in critical and large systems,
providing a basis for product

improvement.

Collaboration Partner

Brazilian Ministry of Health
http://www.saude.gov.br

O
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Ministério da
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Further Reading:

Business Area Medical Devices p. 50
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ECOPETROL:
Software Quality Modeling in the Oil and
Gas Domain

Contact

Dr. Jens Heidrich
Phone +49 631 6800-2193
Fax +49 631 6800-9 2193

Dr. Jens Heidrich

Collaboration Partner

ECOPETROL S.A.

Quality is defined as “the totality of characteristics of an entity that bear on its ability to satisfy
stated and implied needs” (ISO 8402). Typically, the term “software quality” is hard to capture
for an organization. In order to make the concept more operational, software quality models
have been defined. These models try to refine the abstract term “quality” of software develop-
ment products and processes into sub-concepts down to the level of metrics and indicators to
allow quality measurement (such as I1SO 9126 or its successor I1SO 25000).

ECOPETROL is a corporate group headquartered in Colombia, focused on petroleum, gas,
petrochemicals and alternative fuels, and recognized for its international positioning, its
innovation, and its commitment to sustainable development. In the year 2012, Fraunhofer

IESE supported ECOPETROL in its efforts to create a custom-tailored quality model for software
applications delivered to their IT department. The initiative was launched under the Vice-
Presidency of Innovation and Technology. One of ECOPETROL's major goals is to become one of
the 30 leading companies in the oil and gas domain worldwide by 2020. IT plays an important
role in supporting the business processes necessary to establish ECOPETROL's goals through
reliable information in real time. The company supports standardization of business processes
and IT based on the premise that standardization and simplification of platforms (an initiative
of the IT Enterprise Architecture group) will help it to expand and grow faster and be more
agile. The quality model was developed for software that is acquired, maintained, or developed
by external suppliers of ECOPETROLS IT department. The major goal related to developing the
quality model was to improve software quality, reduce the issues caused by unknown/probably
poor software quality, and in turn contribute to the ability to develop and maintain software
faster and support ECOPETROL in becoming more agile.

The initial model addresses ten high-level quality characteristics related to different artifacts of
their development process (such as stability of requirements, adaptability of the source code,
external and internal coupling of components, reusability of code, or defect density). The
characteristics most important for ECOPETROL were elicited in a survey among its IT experts
and as part of a workshop centering on practical issues related to software quality. For these
ten characteristics, a total of 50 metrics were derived for their objective evaluation by employ-
ing the Goal/Question/Metric (GQM) approach, a de-facto standard for systematically eliciting
software metrics.

The quality model was created based upon the GQM input and was implemented based

on Fraunhofer IESE's M-System measurement framework. The M-System accesses different
software analysis tools and databases containing measurement data, integrates these data and
creates different kinds of visualizations of these data. The figure presents an example visualiza-
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tion generated by the M-System. It illustrates the overall landscape of the applications used

by ECOPETROL. Each application is represented by a building on the three-dimensional tree
map. The base area of a building equals the number of related information units, the height
equals the sum of the used and provided interfaces, and the color equals the status field of the
application. As can be seen, two applications have very high interface complexity (but are fairly
small in size) and two other applications are quite large in size and have rather high interface
complexity in addition. Using the results from the practical application of the quality model,
outliers and potential risky applications in terms of quality can be identified and mechanisms
can be set up for dealing with their specific quality characteristics.

In the future, the analysis results will trigger initial recommendations for further improvement
of software quality and will lead to the identification of reliable target values for the creation of
quality gates as a mechanism for checking software quality as early as possible in the develop-
ment process. Furthermore, this will help ECOPETROL in defining policies to be followed by the
organization in order to standardize quality requirements. In the short term, it will help it to
improve, standardize, and adopt artifacts of the software development process.

TK-204 B

CAP 2000 BLS
CONT CRUDD

3D tree map of ECOPETROL’s
Enterprise Architecture (base
area of a building equals num-
ber of related information units,
height equals sum of used and
provided interfaces, color equals

status field of application)

Further Reading:

Business Area Automation and

Plant Engineering p. 48

Business Area Information Systems
p. 52

Division Process Management p. 65
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JAXA: Evaluating the Quality of
Safety-Critical Software Systems

Contact Managing the quality of different artifacts created during the development process is an
integral part of software project management and especially crucial for the development of

Dr. Jens Heidrich safety-critical systems.

Phone +49 631 6800-2193

Fax +49 631 6800-9 2193 Software quality models capture the knowledge and experience with respect to which quality

characteristics are of interest, which measurement data to collect, and which mechanisms to
use for characterizing and assessing software quality. Nowadays, it is still a challenge to come

up with suitable quality models for an organization: First, there is no universal model that

can be applied in every environment, because quality is heavily dependent on the application
domain, the stakeholders, the usage purpose, and the concrete project context. In practice

and research, a variety of different quality models exists. Finding the “right” model depends

on a clear picture of the goals that should be obtained from using the model. Second, quality
models need to be tailored to company specifics and supported by corresponding tools. Existing

standards (such as the ISO/IEC 25000 series) are often too generic and hard to fully implement

in an organization. Third, in order to create sustainable quality models, their contribution to
Dr. Jens Heidrich and value for the organizational goals must be clarified and the models need to be integrated
into the development processes (e.g., by defining appropriate quality gates).

As part of an ongoing strategic collaboration with the Japan Aerospace Exploration Agency
JAXA, the focus in 2012 was on developing a model for evaluating the quality of safety-critical
software of satellite systems delivered by external suppliers. The main idea was to combine the
results from a classical safety analysis with a static code analysis for identifying safety-critical

Collaboration Partner software functions and components with bad code quality and, consequently, a high risk of
failure. Having such a model allows JAXA to systematically evaluate the source code delivered

Japan Aerospace Exploration by its suppliers and to focus its quality assurance activities on the parts of the code rated as

Agency JAXA being safety-critical and having bad software quality. This effort should further increase the
quality of the supplied safety-critical software and in turn enable JAXA to employ high-quality
software in satellites and achieve its main mission.
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For that purpose, a quality model was developed together with JAXA experts, which focuses on

quality characteristics and corresponding metrics for measuring these characteristics that have
proven to have a strong impact on the criticality of code in terms of safety. The initial model
was created based on information from the literature and with the help of external experts

on developing safety-critical systems. Afterwards, the model was tailored to the specific needs
of JAXA and enriched with information from a classical Fault Tree Analysis (FTA) based on a
mapping table between the identified root causes for system failures and the functions related
to those causes.

Currently, the quality model is being implemented via the Fraunhofer M-System measurement
framework, which allows retrieving data from static code analysis tools and provides visualiza-
tion instruments for browsing the analysis results and interacting with the visualization (e.qg.,
drilling down into the data).

In 2013, the model will be applied to an example system provided by JAXA and will be
evaluated by JAXA experts in terms of its practical usage. After integrating final improvement
recommendations, it is planned to broaden the scope of the model usage to software that is
actually part of recent JAXA satellite systems and to enable JAXA to perform quality evaluation
of safety-critical software systems on a larger scale.

Rocket launch facilities

Further Reading:
Business Area Automotive and
Transportation Systems p. 46

Division Process Management p. 65
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By car

Coming from the West on Autobahn A6, take the exit
Kaiserslautern-West (15), then go towards downtown and
follow the signs towards the university. Before you get to
the university, you will reach the building complex of the
Fraunhofer Center a few hundred meters down Trippstadter
Strasse, on the right side of the street.

Coming from the East on Autobahn A6, go to the Autobahn
Interchange (”Autobahndreieck”) Kaiserslautern, and take
the exit Kaiserslautern-Centrum (16a). Then first follow the
signs towards Betzenberg Soccer Stadium, then towards the
university. It is best to use the detour behind the train station
via Zollamtstrasse; at the end of the street, continue straight
ahead into Trippstadter Strasse. The building complex of the
Fraunhofer Center is located approx. 500m down the street
on the right side.
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Getting there by means of electronic navigation:

Since most likely, the Fraunhofer-Platz is not yet listed in
most electronic navigation systems, we recommend using
“Trippstadter Strasse 125" as the destination instead. The
Fraunhofer Center is located directly across the street..

By rail and bus

Proceed to the main train station, Kaiserslautern Hauptbahn-
hof, and then either take a taxi or take TWK city bus no.

106 (towards Molschbach) or no. 115 (towards Universitat),
getting off at the stop “Fraunhofer-Zentrum”.

By air
From Frankfurt Rhein Main Airport, either by train (approx. 2
hours) or by rental car (approx. 1.5 hours).
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Fraunhofer USA Center for Experimental Software Engineering
5825 University Research Court

Suite 1300

College Park, MD 20740-3823

USA

Phone +1 240 487-2905

Fax +1 240 487-2960

www.fc-md.umd.edu

By Car

Directions from the North

Take Interstate 95 (195) South (East part of Washington
Beltway, 1495). Take Route 201, Kenilworth Avenue exit.

At the end of the exit ramp, go right.

Continue past the light for Paint Branch Parkway / Good
Luck Road through one more light. Turn right at light for
River Road. After crossing over a small bridge, turn right onto
University Research Court.

Our building is at the end of University Research Court on the
right. Go in the front doors in the center of the building.

We are on the first floor, past the elevators, and to the left.

Directions from the South - traveling northbound on
Interstate 95 (195)

Take 195 North to the Washington Beltway — | 495, going
North or towards College Park. Take the exit for Route 50,
going west, towards Washington, DC. Take the exit for Route
410, Veterans Highway. At the end of the exit ramp, go right.
Continue on 410, crossing through the traffic light at Route
450. The road will come to a “T”, turn left, following the
signs for 410. You will pass under the Baltimore/\Washington
Parkway and through several lights.
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At the light for Route 201 Kenilworth Avenue, turn right.
Turn left onto River Road.

After crossing over a small bridge, turn right onto University
Research Court.

Our building is at the end of University Research Court on the
right. Go in the front doors in the center of the building.

We are on the first floor, past the elevators, and to the left.

Directions from the Washington, DC area

Take DC-295 North, following signs for the Baltimore/Wash-
ington Parkway. Exit at Riverdale Road/Route 410, turning left
onto Riverdale Road, which becomes East-West Highway.

Go to Route 201 Kenilworth Avenue and turn right.

Turn left onto River Road.

After crossing over a small bridge, turn right onto University
Research Court.

Our building is at the end of University Research Court on the
right. Go in the front doors in the center of the building.

We are on the first floor, past the elevators, and to the left.
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Fraunhofer Project Center on Transport and Logistics
NICTA (National ICT Australia), Sydney

ATP Research Laboratory & Corporate Head Office
Australian Technology Park,

Level 5, 13 Garden Street

Eveleigh NSW 2015

Australia

www.nicta.com.au

Main Phone: +61 2 9376 2000
Main Fax: + 61 2 9376 2300

By Car

The entrance to the Australian Technology Park car park is
from Henderson Road, Eveleigh. A Pay and Walk ticketing sys-
tem has been installed for your convenience. Collect a ticket
from the boom gate and drive through to the car park located
on ground floor of 8 Central Avenue (Media City Building).

Event/ Visitor car parking is available at 8 Central Ave (Media
City Building). Collect a ticket from the boom gate and drive
through to the Car Park, located at Ground Floor, 8 Central
Ave.

By Rail

CityRail operates frequent train services between Redfern
Station (adjacent to the Australian Technology Park) and other
major Sydney stations including Central, Town Hall, Wynyard
and Circular Quay.

For information about travelling by rail, including timetable
information, call the Transport Infoline on 131 500 or visit
www.131500.com.au
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From Redfern Station

Exit via Platform 10 at Redfern Station. Walk past the
WaterTower apartment block and follow the walkway through
to the Australian Technology Park. Pedestrian access to the
Locomotive Workshops are through Bays 1, 4 and 8. For
information relating to specific building and tenant location,
enter through the side door of Bay 1 and proceed to ATP
Precinct Management offices, located on Level 1/Bay 4 Atrium
or phone (02) 9209 4220 for further assistance.

By Bus

There are frequent bus services to the Australian Technology
Park from the city and Sydney’s domestic and international
airport. The bus stop closest to the Australian Technology
Park is on the corner of Boundary and Regent Street. For
bus timetables call the Transport Infoline on 131 500 or visit
www. 131500.com.au .
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Fraunhofer Project Center for Software and
Systems Engineering

Parque Tecnoldgico de Salvador

Avenida Luiz Viana Filho

Loteamento Colinas do Jaguaribe, Lote M
Salvador, Bahia,

Brazil

fpc.decc.ufba.br

Contact

Prof. Dr. Manoel Mendonca
Phone: + 55 71 3283-6311

Email: manoel.mendonca@ufba.br

By car

Coming from Salvador

Follow the Avenida Luiz Viana Filho (also known as Paralela) in
the direction of the airport. The Technology Park is located ap-
proximately at the level of the former “Wet'n Wild” waterpark
and current festival area on the left side.

Shortly after the exit “Bairro da Paz” (do not use this exit!),
you can make a U-turn (“Retorno”) on the left side to get on
the opposite lane leading back into the city. Make this U-turn
and take the first exit on the right to get to the Technology
Park.

Follow the driveway up to the large orange building in which
our offices are located. Parking is available in front of the
building.

Coming from the airport

Exit the airport towards the center of Salvador using the
Avenida Luiz Viana Filho (also known as Paralela). After about
6 kilometers, the entrance to the Technology Park is on the
right side.

Follow the driveway to the large orange building in which our
offices are located. Parking is available in front of the building.

Remarks

Taking a bus is not recommended, as no adequately developed
public transport system exists yet in the area of the Technology
Park.

Instead, we recommend taking a taxi. It is a little more
expensive, but also safer to take a taxi using the official taxi
companies situated inside the airport building (or ask at the
information booth). If you are arriving from the city, pre-order
a taxi by telephone.
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FRAUNHOFER IESE CONTACT PERSONS

Dial Phone No.
+49 631 6800- ...

Executive Board 1001 Prof. Dieter Rombach
Executive Director
dieter.rombach@iese.fraunhofer.de

1101 Prof. Peter Liggesmeyer
Scientific Director

peter.liggesmeyer@iese.fraunhofer.de

1201 Prof. Frank Bomarius
Director of Operations
frank.bomarius@iese.fraunhofer.de

1205 Holger Westing
Staff Functions Managing Director
Department Head Central Services
holger.westing@iese.fraunhofer.de

1002 Nicole Spanier-Baro
Head of PR / Marketing
nicole.spanier-baro@iese.fraunhofer.de

2239 Sonnhild Namingha
International Staff Advisor
Student Exchange Program
sonnhild.namingha@iese.fraunhofer.de
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Division Managers

Department Heads

2272 Dr. Mario Trapp 2246 Dr. Martin Becker
Division Embedded Systems Development
Embedded Systems (ESD)
mario.trapp@iese.fraunhofer.de martin.becker@iese.fraunhofer.de
2218 Séren Kemmann
Embedded Systems Quality
Assurance (ESQ)
soeren.kemmann@iese.fraunhofer.de
2193 Dr. Jens Heidrich 2260 Dr. Andreas Jedlitschka
Division Measurement, Prediction &
Process Management Empiricism (MPE)
jens.heidrich@iese.fraunhofer.de andreas.jedlitschka@iese.fraunhofer.de
2103 Rolf Hendrik van Lengen
Process Compliance & Improvement
(PCI)
rolf.van.lengen@iese.fraunhofer.de
1601 Dr. Jorg Dorr 2186 Dr. Marcus Trapp
Division Information Systems Development
Information Systems (ISD)
joerg.doerr@iese.fraunhofer.de marcus.trapp@iese.fraunhofer.de
2181 Michael Eisenbarth

Information Systems Quality
Assurance (ISQ)
michael.eisenbarth@iese.fraunhofer.de
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Dial Phone No.
+49 631 6800- ...

Business Area Managers 1603 Ralf Kalmar
Produkct Industries
- Automotive and Transportation Systems
- Automation and Plant Engineering
- Medical Devices
ralf.kalmar@iese.fraunhofer.de

1604 Michael Ochs
IT and Service Industries
- Information Systems
Finance, ERP/Software, Telecommunication

- eGovernment
- Health Care
michael.ochs@iese.fraunhofer.de

International Coordinators 2272 Dr. Mario Trapp
USA
mario.trapp@iese.fraunhofer.de

2185 Dr. Christian Webel
Australia
christian.webel@iese.fraunhofer.de

2173 Dr. Karina Villela
Brazil
karina.villela@iese.fraunhofer.de

2193 Dr. Jens Heidrich
Japan / Asia
jens.heidrich@iese.fraunhofer.de
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INFORMATION SERVICE

Fraunhofer-Institut far To receive further information, please fax us
Experimentelles Software Engineering a copy of this page.
Fraunhofer-Platz 1

67663 Kaiserslautern Fax +49 631 6800-1099

Germany

Further Information Return Address

O Annual Report 2012/2013 of Fraunhofer IESE, print version
(German) Title

O Annual Report 2012/2013 of Fraunhofer IESE, print version
(English) Last Name, First Name

O Annual Report 2012/2013 of Fraunhofer IESE, CD-ROM
version (German & English) Company

(3 short films of Fraunhofer IESE, DVD, German

Position
(3 sShort films of Fraunhofer IESE, DVD, English
3 Fraunhofer IESE: Overview Department
3 The Fraunhofer-Gesellschaft from A-Z

Address
(J Annual Report of Fraunhofer-Gesellschaft
3 STI Software Technologie Initiative Kaiserslautern e. V. Zip Code / City
(3 Please add my address

Phone

A PDF file of the Fraunhofer IESE Annual Report 2012/2013
with included Appendix and other publications (press releases,  Fax

previous Annual Reports) are available at

www.iese.fraunhofer.de E-mail

Fraunhofer IESE Point of Contact:
Nicole Spanier-Baro

Head of PR / Marketing

Phone +49 631 6800-6000

Fax +49 631 6800-1099
presse@iese.fraunhofer.de
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INDUSTRIAL
PARTNERS'

- 1&1 Internet AG, Karls-
ruhe

- a3 systems GmbH, Zwei-
bricken

- Ab.Acus srl, Milan, Italy

- ABB AG, Mannheim

- Absint Angewandte Infor-
matik GmbH, Saarbriicken

- Accellere GmbH, St.
Augustin

- Adam Opel GmbH, Rus-
selsheim

- Agentilo GmbH, Kaisers-
lautern

- Airbus Operations GmbH,
Hamburg

- ALENIA SIA SPA, Turin,
Italy

- ALSTOM Transport S.A.,
Levallois Perret, France

- Alte Leipziger Lebensversi-
cherung auf Gegenseitig-
keit, Oberursel (Taunus)

- andrena objects ag, Karls-
ruhe

- Ansaldo Sts, Genova, ltaly

- Audi AG, Ingolstadt

- Audi Electronics Venture
GmbH, Gaimersheim

- AVL LIST GmbH, Graz,
Austria

- B2M Software AG, Karls-
ruhe

- BASF SE, Ludwigshafen

- Berlin Heart GmbH, Berlin

- Berner & Mattner System-
technik GmbH, Munich

1) Industrial Partners are located in

Germany unless stated otherwise.

fad
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Binder Elektronik GmbH,
Sinsheim

BMW Group Forschung
und Technik GmbH,
Munich

BrandMaker GmbH, Karls-
ruhe

BTC Business Technology
Consulting AG, Berlin

BTC Embedded Systems
AG, Oldenburg

Cassidian Systems,
Immenstaad am Bodensee
CAS Software AG, Karls-
ruhe

CIBEK technology + trad-
ing GmbH, Limburgerhof
Cisco Systems GmbH,
Stuttgart

Comlet Verteilte Systeme
GmbH, Zweibriicken
Continental Automotive
GmbH, Hanover
Continental Teves AG &
Co. oHG, Frankfurt
ConWeaver GmbH, Darm-
stadt

Corisecio GmbH, Darm-
stadt

CosmosDirekt, Saar-
briicken

Daimler AG, Ulm
Dassault Systemes, Sures-
nes, France

DENSO AUTOMOTIVE
Deutschland GmbH,
Eching

Deutsche Bahn AG, Berlin

Deutsche Bausparkasse
Badenia AG, Karlsruhe

Deutsche Lufthansa AG,
Frankfurt

Deutsche Telekom AG,
Neuss

Diehl Aerospace GmbH,
Uberlingen

DIOCert GmbH, Erkrath
EADS Deutschland GmbH,
Munich

Eaton Electric BV, Hengelo,
The Netherlands

Eckert & Ziegler BEBIG
GmbH, Berlin

ECOPETROL S.A., Bogots,
Colombia

Elektrobit Automotive
GmbH, Erlangen

Elma Trenew Electronic
GmbH, Pforzheim

ETAS Entwicklungs- und
Applikationswerkzeuge
flr elektronische Systeme
GmbH, Stuttgart
EUROSEC GmbH, Kron-
berg

Eyeled GmbH, Saar-
brlcken

Finanz Informatik GmbH &
Co.KG, Frankfurt

Firma Vitaphone GmbH,
Mannheim

Ford Forschungszentrum
Aachen GmbH, Aachen
ForTISS GmbH, Garching
Fredhopper, Amsterdam,
The Netherlands

FTI Engineering Network
GmbH, Blankenfelde-
Mahlow

Fujitsu Laboratories of
Europe Ltd., Hayes, UK

Gemeinsame Klassenlot-
terie der Lander (GKL),
Munich

Gigaset Communications
GmbH, Bocholt

Globus SB-Warenhaus
Holding GmbH & Co. KG,
St. Wendel

Hapag-Lloyd AG, Ham-
burg

Hocoma AG, Volketswil,
Switzerland

ICT Solutions AG, Trier

IDCH Germany GmbH,
Lemberg

IDS Scheer, Saarbriicken

IHK Darmstadt Service
GmbH, Darmstadt

IMACS GmbH, Bad
Kreuznach/Planig

IMC AG, Saarbrlcken
INCHRON GmbH, Potsdam

Infinion Technologies,
Neubiberg

Insiders GmbH, Kaisers-
lautern

intelligent views gmbh,
Darmstadt

[temis AG, Linen

itestra GmbH, Kaufering
IT Power Consultants,
Berlin

ITTI Sp. Z 0.0., Poznan,
Poland

John Deere European
Technology Innovation
Center, Kaiserslautern
John Deere Moline Tech-

nology Innovation Center,
Moline, USA
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Knorr-Bremse, Schwieber-
dingen

KOBIL Systems GmbH,
Worms

Krauss-Maffei Wegmann
GmbH & Co. KG, Kassel

Liebherr-Aerospace, Lin-
denberg

LIEBHERR-FRANCE SAS,
Colmar, France

Lufthansa Systems Pas-
senger Services GmbH,
Raunheim

Medcom Gesellschaft fir
medizinische Bildverarbei-
tung mbH, Darmstadt
Metropolregion Rhein-
Neckar GmbH, Mannheim
mineway GmbH, Saar-
bricken

Morpho, Paris, France
Murex S.A.S., Paris, France
N.A.T. GmbH, St. Augustin
Netbiscuits GmbH, Kaisers-
lautern

Ontoprise GmbH, Karls-
ruhe

OpenSynergy GmbH,
Berlin

OrgaTech Unternehmens-
beratung, Linen

Philips Consumer Lifestyle
Advanced Technology,
Eindhoven, The Nether-
lands

Polarion Software GmbH,
Stuttgart

Porsche Engineering
Group GmbH, Weissach

proALPHA Software AG,
Weilerbach

pure-systems GmbH,
Magdeburg

QA Systems GmbH,
Stuttgart

RadiSys GmbH, Hallberg-
moos

Rand Europe, Cambridge,
UK

R&D-Ware Oy, Espoo,
Finland

Robert-Bosch GmbH,
Stuttgart

RST Industrie Automation
GmbH, Ottobrunn

SAP AG, Walldorf
Schalker EisenhUtte
Maschinenfabrik GmbH,
Gelsenkirchen

Schenker AG, Essen
SEEBURGER AG, Bretten
SIEDA GmbH, Kaiserslau-
tern

Siemens AG, Munich
Sirrix AG, Saarbriicken
Software AG, Darmstadt
Sopera GmbH, Bonn
SOPHIST GmbH, Nurem-
berg

SWK Stadtwerke Kaisers-
lautern GmbH, Kaisers-
lautern

SWM Services GmbH,
Munich

Sysgo AG, Klein-Wintern-
heim

TecNet GmbH, Berlin

THALES, Neuilly sur Seine,
France

TKMS Blohm+Voss Nor-
dseewerke GmbH, Ham-
burg

T-Systems Enterprise Ser-
vices GmbH, Frankfurt

TUV SUD Automotive
Gmbh, Munich

Ubigrate GmbH, Dresden
UplinkIT GmbH, Kaisers-
lautern

User Interface Design
GmbH, Ludwigsburg
Vallomed GmbH,
Castrop-Rauxel

Vector Informatik GmbH,
Stuttgart

Volkswagen Aktiengesell-
schaft, Wolfsburg

Volvo Technology Corpora-
tion, Géteborg, Sweden

WIKON Kommunikations-
technik GmbH, Kaisers-
lautern

Wind River GmbH, Isma-
ning

XiSys Software GmbH,
Randersacker

ZF Friedrichshafen AG,
Friedrichshafen
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NATIONAL RESEARCH
PARTNERS

Berufsfortbildungswerk
GemeinnUtzige Bildungs-
einrichtung des DGB mbH,
Erkrath

CyberForum e.V., Karls-
ruhe

DESY Deutsches Elek-
tronen-Synchrotron,
Hamburg

Deutsches Forschungs-
zentrum flr Kinstliche
Intelligenz GmbH (DFKI)
(German Research Center
for Artificial Intelligence
GmbH), Kaiserslautern/
Saarbricken

Deutsche Informatik-Aka-
demie (DIA), Bonn

Deutsches Institut fir an-
gewandte Pflegeforschung
e.V., Cologne

Deutsche Stiftung fr
chronisch Kranke, Furth

Deutsches Zentrum fir
Luft- und Raumfahrt e.V.
(German Aerospace Cen-
ter), Cologne

Fachbereich Maschinen-
bau, Fachhochschule Kai-
serslautern (Department of
Mechanical Engineering,
Kaiserslautern University
of Applied Sciences), Kai-
serslautern

Fachbereich Mensch-
Maschine-Systeme, Techni-
sche Universitat Berlin
Forschungszentrum In-
formatik (FZI) (Research
Center for Information
Technologies), Karlsruhe
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Hessisches Landesamt fur
StraBen- und Verkehrswe-
sen (Hessian State Office
for Roads and Traffic),
Frankfurt

Hochschule fir Technik
und Wirtschaft des Saar-
landes (Saarland Univer-
sity of Applied Science),
Saarbriicken

Humboldt-Universitat zu
Berlin, Berlin

INI-GraphicsNet Stiftung,
Darmstadt

Institut fir Arbeit und
Technik, Gelsenkirchen

Institut fUr Informatik 1V,
Technische Universitat
Minchen (Institute for
Computer Science, TU
Minchen), Munich

Institut fGr Medizinische
Biometrie und Informatik,
Universitatsklinikum Hei-
delberg (Institute for Medi-
cal Biometry and Informa-
tics, Heidelberg University
Hospital), Heidelberg

Institut flr Technische
und Betriebliche Infor-
mationssysteme, Otto-
von-Guericke-Universitat
Magdeburg (Department
of Technical & Business
Information Systems, Otto
von Guericke University),
Magdeburg

Lehrstuhl fur Software
Systeme, Universitat
Duisburg-Essen (Institute
for Computer Science
and Information Systems,
University of Duisburg-
Essen), Essen

Oldenburger Forschungs-
und Entwicklungsinstitut
fir Informatik-Werkzeuge
und -Systeme OFFIS e.V.
(Oldenburg Research and
Development Institute for
Computer Science Tools
and Systems), Oldenburg
Regierungsprasidium
GieBen (GieBen Regional
Administrative Authority),
GieBen

Stadt Kaiserslautern (City
of Kaiserslautern)

Technische Universiat
Carolo-Wilhelmina, Braun-
schweig

Technische Universitat
Darmstadt, Darmstadt

Technische Universitat
Dresden, Dresden

Technische Universitat
Kaiserslautern (University
of Kaiserslautern),
Kaiserslautern

Technologie-Initiative
SmartFactory KL e.V.,,
Kaiserslautern

Universitat Paderborn,
Paderborn

Universitat Wirzburg,
Wirzburg

VDI/VDE Innovation +
Technik GmbH (VDI - The
Association of German
Engineers), Berlin
Westpfalz-Klinikum
GmbH, Kaiserslautern
Zentralinstitut flr Seelische
Gesundheit (ZI) (Central In-
stitute of Mental Health),
Mannheim

INTERNATIONAL
RESEARCH PARTNERS

Aalborg Universitet, Aal-
borg, Denmark

Avristotle University of
Thessaloniki, Thessaloniki,
Greece

Bay Zoltan Foundation for
Applied Research, Buda-
pest, Hungary

C-Base, Center for Empiri-
cally Based Software Engi-
neering, Maryland, USA
Centre National de la Re-
cherche Scientifique, Paris,
France

Centro Ricerche Fiat, Turin,
[taly

Chalmers Tekniska Hoeg-
skola Aktiebolag, Gote-
borg, Sweden

Clemson University, Clem-
son, USA

College of the Holy and
Undivided Trinity of Queen
Elizabeth, Dublin, Ireland
Eidgendssische Technische
Hochschule (Swiss Federal
Institute of Technology),
Zurich, Switzerland
European Software Insti-
tute, Zamudio, Spain
Experimental Software
Engineering Group (UMD/
ESEG), University of Mary-
land, College Park, USA
Graz University of Technol-
ogy, Graz, Austria
Hungarian Association for
Home Care and Hospice,
MOH, Budapest, Hungary
Information-technology
Promotion Agency, Tokyo,
Japan
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- Institut National de
Recherche en Informa-
tique et Automation, Le
Chesnay, France

- Instituto de Ciencias
Matematicas de Computa-
cao, Universidade de Séo
Paulo, Sao Paulo, Brazil

- International Security and
Counterterrorism Acad-
emy, Rishon Letzion, Israel

- Japan Aerospace Explora-
tion Agency JAXA, Tokyo,
Japan

- Katholieke Universiteit
Leuven, Leuven, Belgium

- Koninklijke Marechaussee,
The Hague, The Nether-
lands

- Korps Landelijke Politiedi-
ensten, The Hague, The
Netherlands

- Kungliga Tekniska Hogs-
kolan, Stockholm, Sweden

- Lulea Tekniska Universitet,
Lulea, Sweden

- National ICT Australia
(NICTA), Eveleigh, Aus-
tralia

- National Technical Uni-
versity of Athens, Athens,
Greece

- Norwegian University of
Science & Technology,
Trondheim, Norway

- Office National d’'Etudes et
de Recherche Aérospatia-
les, Chatillon, France

- Peace Research Institute
Oslo, Oslo, Norway

- Politecnico di Milano,
Milan, Italy

- Poznan University of Tech-
nology, Poznan, Poland

Stichting Centrum voor
Wiskunde en Informatica,
Amsterdam, The Nether-
lands

TNO, Delft, The Nether-
lands

Universidad Politécnica de
Madrid, Madrid, Spain
Universidad Politécnica de
Valencia, Valencia, Spain
Universidade Estadual da
Paraiba, Campina Grande,
Brazil

Universidade Federal da
Bahia, Salvador, Brazil
Universita degli Studi di
Trieste, Trieste, Italy
Universita di Bologna,
Bologna, Italy
Universitetet | Oslo, Oslo,
Norway

University of Manchester,
Manchester, UK

Vienna University of Tech-
nology, Vienna, Austria

INTERNATIONAL
SOFTWARE
ENGINEERING
NETWORK (ISERN)

- Aalto University School of
Science and Technology
(TKK), Dept. of Computer
Science and Engineering,
Finland

- ABB Corporate Research,
USA

- Avaya Labs Research, Soft-
ware Technology Research
Dept., USA

- Blekinge Institute of Tech-
nology (BTH), Sweden

- COPPE/Rio de Janeiro Fed-
eral University, Brazil

- Fraunhofer Center for
Experimental Software
Engineering Maryland
CESE, USA

- Fraunhofer Institute for
Experimental Software
Engineering IESE, Germany

- Free University of Bolzano-
Bozen, Italy

- Information-Technology
Promotion Agency (IPA),
Japan

- Institute of Software, Chi-
nese Academy of Sciences
(ISCAS) - Lab for Internet
Software Technology,
China

- IT University Copenhagen,
Denmark

- Japan Manned Space

Systems Corporation
(JAMMS), Japan

- Japan Aerospace Explora-
tion Agency (JAXA), Japan

- Kalemun Research Inc.,
Canada

Leiden University, The
Netherlands

Lund University, Sweden

Massachusetts Institute of
Technology, USA
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